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Recuerde siempre:

Q = Apagar su teléfono movil/pager, o usar el modo
2 “silencioso”.

= Completar la evaluacion de esta sesion y entregarla a los
asistentes de sala.

= Ser puntual para asistir atodas las actividades de
entrenamiento, almuerzos y eventos sociales para un
desarrollo 6ptimo de la agenda.

=Completar la evaluacién general incluida en su mochilay
entregarla el miércoles 8 de Junio en los mostradores de
registracion. Al entregarla recibira un regalo recordatorio del
evento.
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Objectives
ﬂ

e This is about
The Process of Performance Management

Outline features inside Cisco Devices and the value they
bring to performance management

Case studies for performance measures to be applied to a
Service, Network and device

Overview management applications that support Cisco
Device Instrumentation

* This is NOT about

In-depth description of the Cisco IOS Technologies used
for performance measurements
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Agenda
ﬂ

* Process of Performance Management
 Technologies

* Performance Measurements—Case Studies
Availability
Monitoring Service (VolP Quality)
Monitoring QoS

Element Utilization

» Different Scenarios
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PROCESS OF PERFORMANCE
MANAGEMENT
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Reasons for Performance Management

Good Performance Management Ensures:

Delivery of Customer SLAS

Users can be assured that applications and services
will be there when they need them

Increased Network and Service Reliability

A better understanding and control of the network

Deployment of new application and services with
complete confidence
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Performance Management Process

Baseline Define
Network Service

Collect
Data

Process
Data

Measurement examples:

Service (Customer SLA) + Underlying Data network

Voice Quality, Component utilization, response times,...
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Performance Monitoring: Start at Service Level

« |IP Telephony is a service carried over in IP
Infrastructure

We need to apply performance monitoring to both

LE [“ 1= Telephony Cisco CallManager

& P fabric &9 &

= - -
lj PSTN/PTT Gateway PSTN/PTT Gateway

Gateway
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Monitoring the Service:

The Starting Point
ﬂ

* Monitoring service provides customer view of network performance
If Service measurements are outside of SLAs
We have performance issues somewhere in the network
We can trace along the path of service to identify performance issues
* Monitoring at the device level

May identify performance issues
Can't tell if these impact on customer service (SLAS)

IP Phones

(= .
\_wﬂ—%_ﬁ

T T

Endpoints

Voice/Video
Gateway

Voice/Video

Other services CallManager
Gateway
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Cisco Performance Measurement Technologies

Packet Loss, .\

* Different technologies

SNMP Polling, EEM, IP SLAs, RMON, ART MIB, NBAR, QoS,
Corvil, and NetFlow

 With different focus
Service Wide, Network Wide, Device Wide
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TECHNOLOGIES
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Performance Measurement Technologies

Cisco.com

Cisco IPSLCA

VIEASURES: [atency and Jitter Between
SNIVIEMIBS and Embedded Event Source Routerand Speciiiedilarget
Vianagemeni

SamplingE ACtive

VIEASURES: CPU/MemOry Utilization, collection: Embedded

AVallability; @oS SCopE: Link/End-torEnd
Sampling: [Passive PErspective: User/INetwork
Collection: Embedded
SCope; Device/LLink NetElow

Perspective: User/Network MEASURES: Device Interface Traffic Rate

pYIS/DPPAddIESS;, PortNumberor AS

Sampling: Passive
Collection: Embedded
NEAR/CORVIL SCOPE! Link/End=te-End

PENSpPECctIVE: Netwoerk

VIEASURES: Response lime: oi Live
Application liraific te; SEnVer DEVICE, @OS Callfivian agel
VIEASURES: Voice Calls; Voice Quality,
Sampling:  Passive Calliianager Perfiermance
Collection:  Extermal Probe/Embedded : :
Scope: Cink/End-te-End Sampling: iPassive
Perspective: User/Network Collection: Embedded
SCOPE: Link/End=te-End
PErSpective: User/INetwork
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Measurement Technology:

SNMP
ﬂ

« Cisco-Voice-Dial-Control-MIB
RoundTripDelay, Planning Impairment Factor (ICPIF)

* Cisco-RTTMON-MIB

Collects latest IP SLA measurements and provides on device
aggregation of IP SLA measurements.

« Cisco-Class-Based-QoS-MIB (CiscoCBQosMIB)
Primary Accounting Mechanism for QoS
* |F-MIB
Collects bandwidth or link utilisation and packet loss
* CISCO-PROCESS-MIB and ENTITY-MIB
Collect statistics on the CPU utilisation
« CISCO-MEMPOOL-MIB, CISCO-ENHANCED-MEMPOOL-MIB
Collect statistics on the memory utilization
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Measurement Technology:
Network-Based Application Recognition-NBAR

 Examines data from Layers 3 through 7

* Uses Layers 3 and 4 plus packet inspection for
classification

« Stateful inspection of dynamic-port traffic

« Packet Description Language Modules (PDLMs)
define applications recognizable by NBAR

* Customers can specify their own match criteria
to identify TCP- or UDP-based applications

Voice Traffic ST
* Application volumes

,,#f’ Data Traffic 0 MQ(? packet classification
* Flexible threshold

] notifications
~m

ig!/ =
k;‘ Video Traffic
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Measurement Technology:
NetFlow

. - . \d .

* Flows are unidirectional \ /
d L
* Flows are enabled on a per R &’
input-interface basis

* Flows are defined by 7 keys: R
Source IP address // .
Destination IP address 2

7 ldentifiers

G

Source port Other Data

Destination port

Layer 3 protocol
TOS byte (DSCP)
Input interface (ifindex)
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Measurement Technology:
Corvil Bandwidth

Link Sizing: Determine
aggregate bandwidth for a link

&

Remote
Office

Headquarters

/ Streaming Video
Vs ransactionall

By Application
Requirement: x
0]

Determine bandwidth | ,%° . Interactive
by type of traffic BW I l % .
II 1 | - i ll II 1 | (| I -
Too Remote
Bw Time Office
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Measurement Technology:
IP SLAS

Applications

Service Level
VoIP Agreement Network MPLS Trouble
Monitoring (SLA) Assessment Monitoring Shooting
Monitoring

Network
Availability Performance
Monitoring

Measurement Metrics

Protocols )0)0) )

Defined Packet Size, Spacing

IP Server

- .) IP Server
coone0® eeecoccoce
[ )
wouree MIB Data ...-"°.Active GEnerated Traffic —
oo ?® -~
0.0..0..00‘.... > IP SLA
Responder
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Measurement Technology:
CallManager Serviceability

User Reports  System Reports Device Reports CDR Search  System  Report Config Help Logout

¢ CDR AnaIySIS & For Cisco IP Telephory Soliutions m
Reporting (CAR) :
« All Call Management | Traffic Summary

Records (CMRs) have | ... Forgossmms 3]
\/ packetslbytes Sent Awailable Reports® e

v Select Call Types* W 0On Met V¥ Internal W Local W Long Distance
PaC ketS IOSt W International W Incaming M Tandem ¥ Others
v J tt Select Qos* ¥ Good W scceptable W Fair W Poar W N
iter
From Date™® |Nc|\.f J I_ |EDD1 J SelectAll Clear All

To Date* Mo 200
[Nov =] [0 [z001 =]

Report Format * Cey (“ PDF
= Cince Ca alaiz

Status: Ready

Yiew Repart | Send Re & AT

ager &rﬂwm .!-.'1.::1 J.-u:j
3 ; 3 ; ]

« Real Time Monitoring

Tool (RTMT)
v Critical system
performance CPU,
Memory, Disk

e

L Ly ko QAL & wxan L st Lok
Herl  dhcu®  bAChid

Process ﬂHM ﬂucllu -

__Fn ] HOFU __t@mm,. wswm..l Huli ThieasZain]
Ciota | 19 1454

s o SRR ] J L] u u_ u i
T 2mz [ EIEL] FEFCTT] 074 T2
Svice nu: 13TH k] Han 12mm ma k]
— |- manmprd 1587H 2 458 SE14 FiE] 11
ReCe kalbimhiarta BT o 408 [ET ] ]
on I SEDMOLGe]. | Bap 1] TF18 FrTa| Fal] 4
=i Aol | 1140 1] L] 110d40| Elchy 5
Prafino Jambare B n arE Tipadn L] 17
il — ¥ arh [1 An ARrE) 1 1l
o | e | BLoetnhily risd ey rs fera i

. m Cleuwwews | ) estinatiany | [7) nuwvag aevary]  Comeree |
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PERFORMANCE
MEASUREMENTS: CASE STUDIES
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Performance Measurement

Case Studies
ﬂ

Case Study/ Call

COOL | CLI | SNMP [ IPSLA Corvil | NBAR | NetFlow

Technology M anager

1 X X | X
Availability

2
Connectivity X X X

3

VolP X X X X

> X | X X X X X
Services

2 X | X X X X X

QoS

6
Embeided X | X

Monitoring
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CASE STUDY 1.
Engineered Availability
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Case Study 1: [1]

Engineered Availability
ﬂ

* Engineered availability based on network design, component
MTBF and MTTR

« MTBF = Mean Time between Failure

Calculated by measuring the average time between failures on a
device/component

Vendors should provide MTBF for their network components

« MTTR = Mean Time To Repair

The time between when the device/network broke and when it was
brought back into service

Dependant on:
Time taken for provider to identify and fix faults
Component stock and where it is located
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Case Study 1: [2]
Engineered Availability: Possible Failures

Router
Physical
1. Physical IR |nterface customer

MUX/ hub/ Equipment
2. Interface Switch \@%
3. Software
4. Remote Logical
Interface

* Require MTBF for each component

Devices consist to multiple components each
with an MTBF

« Single inline components reduce availability

« Parallel components improve availability

Examples: Dual PSU, Processors, links to
remote devices, etc
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Case Study 1: [3]

Engineered Availability: Component Outa%e On-Line

Component Outage On-
Line (COOL)

On device MTBF and MTTR
monitoring

 Features

On-line measurement
embedded in router

Outage data stored in router
Maintains values over reload

Open access viaCLI and
CISCO-OUTAGE-MONITOR-MIB

Event filtering

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved.

Outage Correlation &
Calculation

I
=<
—i\
A =

Outage Monitor MIB

cooL

Outage Monitor MIB

COOL |

= &8 e

Access Routers

i

Customer Equipment

Outage Monitoring &
Measurement
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Case Study 1: [4]

Engineered Availability: COOL
= Ciscocom |
Cool Monitors:
The device
Interfaces Physical and Logical
Remote devices

. Not Engineered Availability
Individual Processes for IOS-XR

but IP connectivity
Example Configuration

Step | Command Line Description

1 (config)# cool group- Monitor all Ethernet Interfaces
i nterface Ethernet

2 (config)# cool group- Monitor all interfaces containing the string
i nterface Serial 4 Serial4

3 (config)# cool renote Monitor a remote device
device 1 10.10.10.1 R1-2610

R1-2610 60 5 Send 5x ICMP Ping to 10.10.10.1 once

every 60s
4 (config)# cool run Start Cool running
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Case Study 1: [5]
Engineered Availability: COOL

ﬂ

1.

2.

Type

Failure code
Index

SNMP Index

. Event

Event code
O=up

. Time Stamp

Unix Time
Stamp

. Interval

Time since
last event for
that object

. AOT

Accumulated
Outage Time
in seconds.

. NAF

Number of
Accumulated
Failures

* *k k%

R4- 7507#sh cool
COCOL Event Table ***x*

type index event tinme-stanp interval hist_id object-nane
1 3 0 1114509296 15 10 Et hernet 1/ 0/ 0
1 3 1 1114509336 40 11 Et hernet 1/ 0/ 0
1 3 0 1114509346 10 12 Et hernet 1/ 0/ 0
4 1 5 1114509357 105 13 R1- 2610
*x¥*x  COOL Object Table ****
type i ndex status |last-change AOT NAF obj ect - nane
1 3 1 1114509346 9358 5 Et hernet 1/0/0
1 4 2 1114508564 15748 1 Ethernetl1/0/1
1 7 1 1114508564 0 O Serial4dlO |
|2 1 1 1114508564 140 1  Router-Device
|4 1 2 1114509357 183 1 R1-2610

Presentation_ID

Remote device reloaded.
183s to restore IP connectivity

© 2005 Cisco Systems, Inc. All rights reserved.

Interface not
configured

Device reloaded once
and took 140s to reboot
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CASE STUDY 2:
Connectivity
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Case Study 2: Connectivity [1]
ﬂ

&

—
= S .
Jitter X‘@
Source Throughput , ‘
—
« Availability is the metric used to determine uptime and
downtime

Availability = (Uptime)/(Total Time)
In terms of a Network do | have connectivity or not
Examples: COOL, CLI SNMP, PingMIB, IPSLA

Adding bounded metrics provides some measurement of a
service
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Case Study 2: Connectivity [2]

ICMP PING: CLI
SRS Ciscocom

* Ping gives you availability details from:
Network management station to your devices.
Between Devices

* Ping can be QoS aware (TOS is configurable)

=
NMS gﬁ D

-~
7 &

10.10.10.1

nnms% pi ng 10. 10. 10.1

10.10.10.1 is alive ping 10.0.0.1
Type escape sequence to

nms% ping -s -P 4 10.10.10. 1 abort.
PI NG 10. 10. 10. 1: 56 data bytes Sending 5, 100-byte I QW
64 bytes from 10.10.10.1: icnp_seq=0. tine=66. ns Echos to 10.0.0.1, timeout
64 bytes from 10.10.10.1: icnp_seq=1. tinme=110. ms :?'?|seconds.
64 bytes from 10.10.10.1: icnp_seg=2. tinme=71. nms || """ _
<snip> Success rate is 100 _
AC percent (5/5), round-trip
----10.10.10.1 PING Statistics---- m n/avg/ max = 76/97/156 ns
6 packets transmtted, 6 packets received, 0% packet
| oss

round-trip (nms) mn/avg/ max = 32/63/110
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Case Study 2: Connectivity [3]

CISCO-Ping-MIB: SNMP
ﬂ

=<1

e~ 10.10.10.1

D ST
Source@/Q\ IS uTarget

SNMP SET

1: ciscoPingEntryStatus. 333 (integer) CreateAndVi t@ createAndWait(5) ping

2: ci scoPi ngProtocol . 333 (integer) ip(1) operation 333

3: ciscoPi ngAddress. 333 (octet string) OA: OA OA: 01

4: ciscoPingEntryOmer. 333 (octet string) dnelton

5: ci scoPi ngPacket Count . 333 (i nteger) 100 1514 SNMP sets

6: ci scoPingEntryStatus. 333 (integer) Acti ve@ required and must be
set in order shown

SNMP GET/WALK
ci scoPi ngSent Packets. 333 (counter) 100
ci scoPi ngRecei vedPackets. 333 (counter) 100

: : . Start probe
ci scoPingMnRtt. 333 (integer) 56

_ _ _ Runs once
ci scoPi ngAvgRtt. 333 (integer) 84 Destroy(6) and repeat
ci scoPi ngMaxRtt. 333 (integer) 236 using CreateAndWait(5)

ci scoPi ngConpl et ed. 333 (integer) true(l)
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Case Study 2: Connectivity [4]

Traceroute: CLI
lllllllllllllllllllllllllllllllllllllllllllllllllllll‘IIIIIIIIIIIIE%E:EEEIIIIIII

10.3.0.0/24 10.2.0.0/24 10.1.0.0/24 10.0.0.0/24 et

@.2 .1@ 2 .1@2 .1‘10 113!;

pagl#traceroute 10.0.0.1

i : Type escape sequence to abort.
Indicates where failures occur | 1 hei ng the route to 10.0.0. 1

1 10.3.0.1 4 nsec O nsec 4 nsec
¢ Response at each hop 2 10.2.0.1 36 nsec 77 nsec 316 nsec

4 10.0.0.1 85 nsec 72 nsec 84 nsecC

Traceroute can be QoS aware

traceroute: Warning: Multiple interfaces found; using
10.0.0.1 @qfeO
traceroute to 10.10.10.1 (10.10.10.1), 30 hops max, 40
byt e packets
1 10.0.0.10 (10.0.0.10) 1.427 nms 0.737 s 0.582
2 10.1.0.2 (10.1.0.2) 1.923 ns 2.096 ns 4.282
3 10.2.0.2 (10.2.0.2) 78.871 s 80 063 s 78. 250
4 10.3.0.2 (10.3.0.2) 79. 223 ns 37.262

CIEICR
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Case Study 2: Connectivity [5]
ICMP Path Echo: IPSLA

Source

SOURCE#i p sla nmonitor 1

type pat hEcho protocol iplcnpEcho 10.0.0.1

tos 128

frequency 30

ip sla nonitor schedule 1 life forever start-tinme now

SOURCE#sh ip sla nonitor distribution-statistics

<SNIP>
Entry StartT Pth Hop Dst Conps OvrTh SunChp TMax TM

n

1 4043292 1 1 1 1 0 72 72 72
1 4043292 1 2 1 1 0 6 6 6
1 4043292 1 3 1 1 0 74 74 74
1 4043292 2 1 1 6 0 440 74 73
1 4043292 2 2 1 6 0 36 6 6
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IP Device
10.0.0.1
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Case Study 2: Connectivity [6]
ICMP Path Echo: IPM and IPSLA

& IPM: Historical Statistics -- R1-ipmserver _ =] =]
IPSLA File View Help
Path Echo Source Name R1-2610 Start Date 4/24/05 6:58:20 PM BST
@ TargetName ipmserver End Date 4/24/05 11:39:52 PM BST
ui. Operation Name  |pPathEchos0s Data Granularity Hourky
Q [ Path List : ~10.3.01 ~10.2.0.1
2 ® Clg: 13 Taken: 238 (89%) Hops: |-
10300/24 & 10.3.0.1 4.0 1200
1 & 10.2.0.1
& 10.1.0.1 fona
& dmbladeFED (10.0.0.1) | .
@ CI1d: 14 Taken: 24 (8%) Hops: 2| B & 800
& 1.0.0.1 : :
2 & dmbladeFED (10.0.0.1) §3-° 5 L
10 2 0 0/24 @ [J1d: 12 Taken: 3 (1%) Hops: 3 E E
A - @ CA1d: 15 Taken:  1(1%) Hops:2| |~ - 400
_CD & 10.3.01 : 200
o & dmbladeFED {10.0.0.1) : .
o @ Cid: 17 Taken: 1 (1%) Hops: 3 |- I~ -
: 28 - . . @
N 0424 02:00 P 04/2400:30 P 04/24 02:00 PM 04124 09:30 Ph
2 10.1.0.0/24 B O winirmum [l Average A Maximum © winimum [l Average A Maximum
1 10.1.0.1 ~dmbladeFEQ{10.0.0.1)
@ 1600 1200
1000
1200
10.0.0.0/24
5 a0o % 800
£ &0o £
— - 400
400
ol 2008
o ik
04240800 PM 0424 09:30 PM 04240800 PM 0424 09:30 PM
10001 @ Winimum [l Average & Maximum @ Winimum [l Average A Maximum
ipmserver
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Case Study 2: Connectivity [7]

MPLS Network Availability
ﬂ

« Basic IP Ping concepts have been extended to other
technologies

IP Ping does not detect MPLS network failures
* Ping within a VRF

Used By Service Providers to check customer VPN connectivity
from within the Service Provider network

« MPLS Aware Ping
LSP-PING detects MPLS failures and provides diagnostics
Also works for Traffic Engineering and Pseudowires
All devices along the Path must support LSP-ping
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Case Study 3: VolP Quality [1]

Where do we Measure ?
ﬂ

 Identify the points where Voice Quality Statistics is provided
As near to the end points (IP Phones) as possible

Embedded Passive Monitoring is preferred
Active Monitoring provides continuous monitoring

Embedded/External Probes for mid point analysis

IP Phones

Endpoints . .
Voice/Video
Gateway

S
> <
E Voice/Video

CallManager Gateway

Call Management
Records (CMRYS)

Call Management

Records (CMR MCGP (DLCX
( J Database for MCGP (DLCX) ( )

CMRs & CDRs Radius (VSA) Radius (VSA)
Invokes QRT SNMP MIBS SNMP MIBS

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved.
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Case Study 3: VolP Quality [2]

Basic Voice Quality Metrics
ﬂ

« MOS
Mean Opinion Score

_ _ _ _ Quality | User MOS | ICPIF R-
Subjective voice quality Satisfaction Factor
measurement Best Very 5 0-3 -

- R-factor Satisfied
. : High Satisfied 4 4-13 100 -
Transmission Rating Factor 80
Estimates voice quality by Medium | Someusers| 3 |14-23|59-79
calculating sum of impairments dissatisfied
along voice path Low Many users | 2 |24-33|39-58
- ICPIE dissatisfied
: : Poor Nearly all 1 34-43 | 0-38
Calculated Planning Impairment users
Factor dissatisfied
Outdated by R-factor Note: R-Factor of 100 gives MOS 4.5

Cisco voice gateways and IPSLA
uses ICPIF
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Case Study 3: VolIP Quality [3]
IP Phone Statistics

/2 Cisco Systems, Inc. - Microsoft Internet Explorer provided by Cisco Systems, Inc.

JEi\e Edit View Favorites Tools Help |J e

C g Cisco SYSTEMS Siras : Qtatictics
« |P Phone Call Statistics M Streaming Statistics
Cisco Systems, Inc. IP Phone CP-7960 ( SEPO003E32A2751 )
packets/bytes sent — — p——
evice ormation oImaln snanp oImaln
Pac k et S I (o) St Network Configuration Remote Address 10.32.135.16/18016
Local Address 10.25.28.218/25892
J Itter Sender Joins 18
Receiver Joins 18
e Statistics for each end of the e v
Start Time 88859944
C al I Row Status Active
R . . Name SEPO003E32A2751
End-to-end statistics requires o — s
an IP phone at both ends of Sender Octets 4780960
th e C al | reaming Statistics Sender Tool G.729
m 1 Sender Reports 23
« Sent to Call Manager at end Sender Report Time 89158776
f C aI | Sender Start Time 88859944
O Revr Lost Packets 246
. 3 Revr Jitter 9,145
This can average out Voice Receiver Tool 6.729
Quality issue in the reports Revr Reports 23
Revr Report Time 89158776
Receiver Tool G.729
Revr Reports 23
Rcvr Report Time 89158776
Revr Packets 102255
Revr Octets 3049352
Revr Start Time 88859941
|§1 Done ,7 ,7 ’7
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Case Study 3: VolP Quality [4]

Call Manager Statistics: CMR reportin%

Lser Reports System Reparts Davice Reports COR Search Systern  Report Config

Cisco Systems, Inc.
QOuality of ServiceSummary Report

For Cisco IP Telephony Solutions

QoS Summary

Acceptable

tyailable Reports™® |Generate Mew Report j

Select Call Types* W On MNet W Internal ¥ Local W Long Distance g
¥ International W Incaming ¥ Tandem ¥ Others

From Date™ IND\-" =] |1_ |EDD1 =l Select Al Clear All

To Date™ INDV j E |EDD1 j

Report Farmat* Ccsy & poF

Status: Ready
Yiew Report | Send Report |

Acceptable i Fair Gioodd W NA

* indicates required item

« Call Management records CMR from IP
phone at end of Call

« Administrator defines thresholds for
Call Quality Categories

« Call Detail Records (CDR) generated at
end of call.
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Case Study 3: VolIP Quality [5]

Call Manager Statistics: QRT
ﬂ

Quality Report Tool (QRT)
» User Presses QRT key to log issues

9 Possible options (Echo, Choppy sound, Robotic sound,
Long delays, Low volume, Can’t hear other end).

If Call is in process, QRT logs on to User IP phone (HTTP)
and collects CMR statistics.

QRT polls phone at 30-3600s (30s default).
Data is recorded in log file not CMR reports.

ccmQualityReport - This Notification is sent when a user
reports a quality problem using the Quality Report Tool
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Case Study 3: VolP Quality [6]
Voice Gateway Statistics

ﬂ

Most useful Voice Gateway Statistics

« PlayoutDelay (Minimum, Maximum, Average)

A measure of jitter on the packets received by the gateway.
« Gap Fill with Prediction/Silence

Total duration of packets lost during the call.
* Round Trip Delay (RTD)

The delay between the gateway and its peer.

Uses RTCP so only works with a gateway on both ends of the RTP
stream.

« Calculated Planning Impairment factor (ICPIF)

Single metric for VolP Quality. Mean Opinion Score (MOS) is
more widely used

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved. 41



Case Study 3: VolIP Quality [7]

Voice Gateway Statistics
ﬂ

CallManager

s

st

* Voice Quality Information is exported from

Gateway:

MGCP: Delete Connection (DLCX) message at
the end of the call.

SIP, H.232: Radius server in the Vendor Specific
Attributes (VSA), at the end of the call

SNMP Polled: Cisco-Voice-Dial-Control-MIB

Voice Gateway

S
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Case Study 4: Services [1]

&

< . =
— Jitter
= m

* Monitoring VoIP is not just about Monitoring VolP Quality
Availability of Voice Services
Quality of VolP over network infrastructure

* Networks carry many other services
May tolerate some degree of jitter, delay & packet loss

Examples; WEB services, file transfers
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Case Study 4. Services [6]

IPSLA Operations
ﬂ

112 12.0Q)T ig:g((g))g 121(1)T 122)T  Eng2

ICMP Ping X X X X X 12.2(11)T
ICMP Echo Path X X X X X 12.2(11)T
SSCP (SNA) X X X X X

UDP Echo X X X X 12.2(11)T
TCP Connect X X X X 12.2(10)T
UDP Jitter X X X 12.2(11)T
HTTP X X X 12.2(11)T
DNS X X X 12.2(11)T
DHCP X X X 12.2(11)T
DLSw+ X X X

One-Way Latency with UDP X X 12.2(11)T
FTP Get All X X 12.2(11)T
MPLS VPN Aware services X 12.2(11)T
Frame Relay (CLI) X 12.2A0)T
ICMP Path Jitter X 12.2(11)T
VolP UDP X 12.3(4)T
VolP Proactive Monitoring 12.3(7)T

Presentation_ID
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Case Study 3.2.2: Services [7]

IPSLA: VoIP
SRS Ciscocom

Standard jitter,
Packet loss,

(config)#type jitter dest-ipaddr 10.10.10.1
dest - port 5555 num packets 100
latency

measurements Complex output difficult to estimate VolP quality

(config)#type jitter dest-ipaddr

10. 10. 10. 1 dest-port 5555 codec ?
g7llalaw G 711 A Law 64000 bps
g71llulaw G 711 U Law 64000 bps
g729a G 729 8000 bps

MOS + ICPIF, based on delay and packet loss,
provide direct measure of VolP Quality

Voice quality

Score
measurements

(config)#type voi p del ay gatekeeper registration
Enabled on Gatekeeper

. am e (confi g#type voi p del ay post-di al
destination 449614

Response of test calls to voice end point
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Case Study 4: Services [8]
IPSLA: VoIP 12.3(14)T

Gatekeeper

==

Registration
Delay

Headquarters
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Case Study 4: Service [9]

IPSLA: VoIP 12.3(14)T
ﬂ

« Simulating G.711 A-Law codec (64 kbps transmission) VolP Call

(config)#
ip sla nonitor 10
type jitter dest-ipaddr 10.10.10.4 dest-port 16384 codec
g71lal aw advant age-factor 2 _
set default values for:

owner adm n codec-numpackets, codec-size,
tag jitter-w th-voice-scores | & codec-interval
ip sla nonitor schedule 10 start-tinme now

i p sla nmonitor reaction-configuration 10 react nps
threshol d-type i mmedi ate threshol d-val ue 490 250 acti on-type

trapOnly _qonnectionLoss,
: : : jitterAvg,
Ip sla nonitor | ogging traps jitterDSAVg
Translates IP SLA syslog in to Traps jitterSDAvg,

snnp-server host 10.10.10.10 version 2c public |Mos,
PacketLossDS,
snnp-server enable traps sysl og

_| PacketLossSD
_ 0: Wire/land-line Rit,
Note: Logging Commands Are Needed 5: Mobility in building Timeout,
Only if You Want to Send the Syslog 10: Mobility in Geographical area | verifyError

Message to a Logging Server 20: Hard to reach location
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Case Study 4: Services [10]

IPSLA: VolP
SR Ciscocom |

R2-2821#sh ip sla nonitor operational-state 1

<SNI P> SD: Source to Destination
| Voi ce_Scor es: |« DS: Destination to Source
| CPl F Val ue: 20 MOS score: 3.20 OW: One Way Delay
| RTT Val ues: |«
NunOFRTT: 11 RTTAvg: 2583 RTTM n: 711 RTTMax: 4699

RTTSum 28422 RTTSun?: 92644272
| Packet Loss Val ues: |e
Packet LossSD: 0 Packet LossDS:. 0

Packet Qut O Sequence: 0 PacketM A: 989 PacketlLateArrival: 56

Internal Error: O Busies: O

| Jitter Val ues: |«
M nCf PositivesSD: 1 MaxCf Posi tivesSD: 249
NunOf Posi tivesSD:. 197 Suntf PositivesSD: 8792 SunRPositivesSD: 794884
M nCf Negati vesSD: 1 MaxOf Negati vesSD: 158
NunmOf Negati vesSD: 761  Suntf NegativesSD: 8811 SunfNegativesSD: 139299
M nCf Posi tivesDS: 1 MaxCf Posi tivesDS: 273
NunmOf Posi tivesDS: 317 Suntf Posi tivesDS: 7544 SunfPositivesDS: 581458
M nCf Negati vesDS: 1 MaxOf Negati vesDS: 183
NunmOrf Negati vesDS: 603  Suntf Negati vesDS: 6967 SunNegativesDS: 336135
Interarrival jitterout: 16 Interarrival jitterin: 35

| One Wy Val ues: |«
NunoFrON 0
OM nSD: 0 OMWBxSD: 0 ONBunsD: 0 OANBun2SD: 0

OMW nDS: 0 ONVBXDS: O ONBunDS: 0 ONBunkDS: 0
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Case Study 4: Services [11]
IPSLA: Monitoring Other Services

Cisco.com

Traffic Stream

10.0.0.1

p——
.Rl 2619‘ .RZ 282j‘ .RB 3645 tRl 7504 _-I lpmserver

IP SLAS
Telnet to 10.0.0.1
HTTP to 10.0.0.1

= % IPM Real Time Stats — Telnet-R2-IPMserver = |0 =

£2 IPM Real Time Stats - HTTP_RZ-2821_dmbladeCiscoworks =101 x| & =101
Source Mame RZ-ZH21 Start Date 05/02¢/05 01-36 Source Mame RZ2-2821 Start Date 05/02/05 01:49
Target Mame  Unused End Date Forewver Target Mame ipmserver End Date Forewver

Cperation Mame dmbladeCiscoworks Sample Interval (secs) 50 Operation Mame DefaultTelnet Sample Interval (secs) &1

Last Data Foint S/2/05 10:24:23 Ak EST
et [Pl (545) S () Last Data Point 1 msecs @ 5/2/05 10:24:00 Al BST

T

220 I
L - L

| Good e0 Connection 00d
5o | service o loss | -
Z Poor g \\ J(L ]

- l
o

0502 09:40:00 Ahi 0502 10:00:00 Ahi 05/2 10:20:00 Ak J PO 0 r
4 Total Time Ml DMNE Lookup e TCP Connect  Page Download 0502 09 H 09:45:00 b 0502 10:15:00 Abd

sService
% Grid Off x Close ? Help

9 Print ‘ ‘ %GridOn ‘ | 3C close

|7 hew
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Case Study 5: QoS [1]

When is QoS Used?
ﬂ

 If bandwidth is abundantly, economically,

and reliably available, there is no need for

Q O S POST-QUEUING

* Otherwise, QoS mechanisms are:

Essential for real-time applications
Two way, interactive: voice, videoconferencing
One way, streaming: movies, lectures

Important for high priority data applications
Response-time sensitive: interactive, transactional

Less important for “bulk” data applications —
except when assigned to lower priority

“Elastic” applications: will wait and use data whenever
packets arrive

Helpful to limit undesired traffic
Peer-to-peer file sharing in some networks

QUEUING AND
SCHEDULING

CLASSIFICATION
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Case Study 5: QoS [2]

Managed Unfairness
ﬂ

Delay

Business
Target

Voice
Target

Utilization

If | can keep <a %, | will keep under M1 ms

If | can keep <b %, | will keep under M2 ms
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Case Study 5: QoS [3]
QoS Monitoring Tools

L Ping/traceroute End-to-End IP connectivity per TOS

P
| 1P SLA:Application response |
[ z

g s e ns g e

\\ Endpoints
JV

QoS Device Behaviour
v CLI: Show Policy-map Interface
v SNMP: Cisco-Class-Based-QoS-MIB

Endpoints

Corvil Bandwidth required per class
NBAR The applications generating the traffic
NetFlow | Traffic Flows Per Class

Note: PHB Per-hop behaviour
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Case Study 5: QoS [4]

CLI Ping

ﬂ

QoS Traffic

10.10.10.1

Ping in Class AF4

Improves response

Traceroute in class

DE identifies hop
causing increased
delay

Presentation_ID

AF4 (128) guarantee BW

DE (00) Default Traffic f\/\(ﬁl
R2-282 \K/J

ping -s 10.10.10.1

PI NG 10. 10.10. 1: 56 data bytes

64 bytes from 10. 10.10.1: icnp_seq=0. tinme=159. ns

64 bytes from 10.10.10.1: icnp_seqg=1. tinme=205. ns

<sni p>

----10.10.10.1 PING Statistics----

7 packets transmtted, 7 packets received, 0% packet | oss
round-trip (ns) mn/avg/ max = 40/ 92/ 205

10.0.0.1
ipmserver

g

# ping -s -c 128 10.10.10.1

PI NG 10. 10.10. 1: 56 data bytes

64 bytes from 10.10.10.1: icnp_seqg=0. tinme=19. ns

64 bytes from 10.10.10.1: icnp_seg=1l. tinme=22. ns

<snip>

----10.10.10.1 PING Statistics----

6 packets transmtted, 6 packets received, 0% packet |oss
round-trip (ns) mn/avg/ max = 19/47/183
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Case Study 5: QoS [5]

IPSLA and QoS
ﬂ

 If you have the right probe type to match the service use it
Examples: Telnet, HTTP, FTP, DNS

« Overall network quality should be measured using IP SLA
jitter probes because:

A Sequence packets is sent per operation so more likely to be
iImpacted by QoS

Provides best response measurements including:
Jitter: Source->Destination, Destination->Source
Packet Loss: Source->Destination, Destination->Source
Round trip and one-way delay.

R2-2821(config)#ip sla nonitor 1

R2-2821(config-sla-nonitor)#type jitter dest-ipaddr 10.10.10.4
dest-port 4444

R2-2821(config-sla-nonitor-jitter)#tos ?
<0- 255> Type of Service Val ue
R2-2821(config-sla-nonitor-jitter)#tos 128
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Case Study 5: QoS [6]
IPSLA & IPM

IP SLA jitter DE

& IPM Real Time Stats -- R1-R4JitterDE

Start Date  04/24/05 21:00
End Date Forewer

Source Name R4-7507
Targethame R1-2610
Cperation Mame 100Pktitter-DE

Sample Interval (secs) 30

LastData Point Data Response Error @ 5/2/05 2:00:17 P BST

=0l x|

Round-Trip Latency

e

%)
i)
=1

]

5]

[=1
-

Round-Trip Latency (Msecs)
&
=}

E

0502 01:10:00 P

::< LM‘A MJ\‘AVJ\IJJW:MM* X

0502 01:10:00 P 0502 01:30:00 P 0502 01:50:00 P

0502 01:30:00 P 0502 01:50:00 P

Errors

Occurrances

=1

@50 Packet Loss| DS PacketLoss  Sequence 4 Packets MIA  Late Arrival

| »

IP SLA jitter AF4

& IPM Real Time Stats -- R1-R4JitterAF4

Start Date 04/24/05 21:00
End Date Forewer

Source Mame R4-7507
Target Mame R1-2610
Operation Name 100PktJitter-AF4

Sample Interval (secs) a0

Last Data Point 28 msecs @ 5/2/05 2:00:47 PM BST

=10/ %

Round-Trip Latency

o)
[

%)
o

(%]
'

&)
=1

Round-Trip Latency (Mzecs)

=

0502 01:10:00 Pl 0502 01:30:00 P 05402 01:50:00 P
Errors

128

ag

g

Ocourrances

32

0502 04:10:00 P 0502 04:30:00 P

@50 Packet Loss| DS PacketLoss  Sequence 4-Packets MIA — Late Arrival

0502 04:50:00 P

| »

x Close

iy
g) Help

ﬁ Grid On

Response 200-400ms
Excessive Packet Loss
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x Close

liy)
g) Help

% Grid On

Response 20-30ms
No Packet Loss
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Case Study 5: QoS [7]
CLIl: Show Policy-map

- - 10.0.0.1
Show policy map-interface AF4 (128) guarantee BW .
POTICY Map-inte QoS DE (00) Default Traffic ipmserver
- All QoS on the device Tfaff'.C (

* There can be a lot of output

R2-2821#show policy-map interface serial 0/2/1
Serial 0/2/1
Service-policy : inner_toPE
Cl ass-map: ef _toPE (nmatch-any)
67182 packets, 6559656 bytes

30 second offered rate 0 bps, drop rate 0 bps

Mat ch: ip dscp ef (46)

67182 packets, 6559656 bytes

30 second rate 0 bps

Queuei ng
Strict Priority
Qut put Queue: Conversation 24
Bandwi dth 50 (kbps) Burst 1250 (Bytes)
(pkts matched/ bytes matched) 28136/1352768

(total drops/bytes drops) 294/18400

poli ce:
cir 50000 bps, bc 1562 bytes
conformed 57467 packets, 4829248 bytes;
actions: transmt
exceeded 8091 packets, 1645920 bytes;
actions: drop

conformed 0 bps, exceed O bps

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved.

T, .‘E J
tR2-282W R3304

Cl ass-map: af4_t oPE (mat ch-any)
716176 packets, 29235196 bytes

30 second offered rate 8000 bps, drop rate 0 bps

Mat ch: ip dscp cs4 (32) af4l (34)
715982 packets, 29219676 bytes
30 second rate 8000 bps
Mat ch: ip dscp af42 (36) af43 (38)
0 packets, 0 bytes
30 second rate O bps
Mat ch: protocol ntp
194 packets, 15520 bytes
30 second rate 0 bps
Queuei ng
CQut put Queue: Conversation 25
Bandwi dt h 100 (kbps) Max Threshol d 64 (packets)
(pkts matched/ bytes matched) 495810/23671304
(depth/total drops/no-buffer drops) 0/0/0

Cl ass-map: cl ass-default (match-any)
24515193 packets, 654530939 bhytes

30 second offered rate 380000 bps,

drop rate 190000 bps

Mat ch: any

58




Case Study 5: QoS [8]

CLIl: Show Policy-map
ﬂ

- A ass-map: af4_t oPE (mat ch- any)
* How the device treats 716176 packets, 29235196 bytes

QOS 30 second offered rate 8000 bps, drop rate O bps

Statistics for all QoS Match: ip dscp cs4 (32) af4l (34)
enable objects 715982 packets, 29219676 bytes

30 second rate 8000 bps

» clear counters Match: ip dscp af42 (36) af43 (38)
interface 0 packets, 0 bytes
o 30 second rate O bps . :
Resets QoS statistics Mat ch: protocol ntp Traffic in AF4 will

have a good service

- Configure Interface e ggggﬁgs;afgobsgt es
load-interval to 30s Queuei ng
More responsive Qut qu Queue: Conversation 25
output Bandw dt h 100 (kbps) Max Threshol d 64 (packets)
(pkts nmat ched/ byt es nmat ched) 495810/ 23671304
Check offered rates (depth/ total drops/no-buffer drops) 0/0/0

A ass-map: cl ass-default (match-any)
24515193 packets, 654530939 bytes

Traffic in DE will |_10t 30 second offered rate 380000 bps, drop rate
have a good service 190000 bps
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Case Study 5: QoS [9]

Cisco-Class-Based-QoS-MIB
ﬂ

Primary accounting mechanism for QoS:
v Policing
v" Classification
v" Shaping
v Queuing
v' Congestion Avoidance
Long term QoS Monitoring
NMS Partners: Concord, InfoVista, Quallaby, Cisco Info Centre,
Cisco Info Centre, Cisco QoS Policy Manager
Only accounts on configured QoS behaviour
Does not inspect packets for TOS/DSCP

Provides equivalent statistics to “Show policy-map interface”
Counters can not be reset.

Navigation is Complex
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Case Study 5: QoS [10]

Cisco-Class-Based-QoS-MIB
ﬂ

1 :  cbQosServicePol i cy < Maps QoS objects to Interface/PVC
2 : cbQosinterfacePol i cy and the direction policy is applied.
3 : cbQosFraneRel ayVCPol i cy

4 .  cbQosATMPVCPol i cy

5

CHODSCh] €O S G M12P'S configuration to statistics

Configindex to objectindex.policyindex

6 : | cbQosPol i cyMapCfg
7 . | cbQosd assMapCt g
8 : | cbQosMatchStm Cf g
9 : | cbQosQueuei ngCf g
10: | cbQosREDC g = Configuration Information
11: | cbQosREDO assCf g

12: | cbQosPol i ceCf g

13: | cbQosTSCf g

14: | cbQosSet Cf g

21: | cbQosPol i ceActionCfg

15: | cbQosO assMapStat s  Gm———Reocommended Start Point

16: | cbQosMat chStnt St at s - 4l
17: | cbQosPol i ceStats —CB QOS Statistics

18: | cbhQosQueuei ngSt at s
19: | cbQosTSSt at s
20: | cbQosREDO assSt at s
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Case Study 5: QoS [11]

CBQoSMIB: Quick Navigation
lllllllllllllllllllllllllllllllllllllllllllllllllllll‘IIIIIIIIIIIIE%E:EEEIIIIIII

Service-policy output: outer toPE
A ass-map: class-default (match-

2. Record: Service Policy, Class map any)

30 second offered rate401000
& offered rate >

bps, drop rate 201000 bps
3. SNMP Walk Classmap Table

1. Show Service policy interface

PrePolicvBitrate Service-policy : inner_toPE
y l A ass-map: ef _toPE (natch-any)
, , 18544 packets, 593408 bytes
cbQosCVPr ePol i cyBi t Rat e. 1103, 11075000> EF 30 secmnd ff ar o rate bps,
cbQosCMPrePol i cyBi t Rat e. 1103. 1117 AF4 drop rate 0 bps

cbQosCWPrePol i cyBit Rate. 1103. 1131

DE in

cbQosQVPr ePol i cyBi t Rat e. 1103. 1137¢@01000>DE Oyt || C @ss-map: af4_toPE (match-any)
— 79836 packets, 3248112 bytes
4. Compare CBQos PrePolicybit rates 30 second off ered rate‘SOOO bps,
i drop rate O bps
to Show Policy Int offered rate
5. Assumes QoS traffic is applied to G ass-map: class-defaul t
the device (mat ch- any)

4472619 packets, 114998532 bytes
30 second offered rate 386000
bps, drop rate 201000 bps
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Case Study 5: QoS [12]

CBQoSMIB: Performance Monitoring
ﬂ

DropBitRate for EF, AF4 & DE
70.3 Kfoooooos AP SN S S -

* Historical Analysis
Pre QoS Policy Statistics:

cbQosCMPrePolicyByte64 SEASRS B S S
Post Policy Statistics: 4.7 K I . I . .
cbQosCMPostPolicyByte64 46.9 ki{---- S I B e B

30.1 k|

Reducmg AF4 also ' '
reduces DE drops ! .
234 K-

15.6 kxS b

Delta (Pre Policy Bytes - Post Policy Bytes) x8
Delta(sysuptime) 31.2 ky

___________________

e Troubleshooting
Dropped Bytes/Packets:

cbQosCMDropBitRate e “"ﬂ """" \ - -----
* Indexes not yet persistent D'DD 10 2 29 40 50
over reboot T o) i
* Partners P_LHEFI Narme
Concord, InfoVista, Quallaby | @ AF4 EF is Policed

| : | @ DE to 10k
Cisco QPM, MRTG
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Case Study 5: QoS [13]
Corvil Bandwidth

 We know that we are dropping traffic

« How can we calculate how much
bandwidth we need:
To deliver against a defined SLA

Per Class of Service

Qt

_'

The statistcs were last npdated Mondasr, 2 May 2005 ot 15:10,
at which time "R2-2821° had been up for 185:47:56.

‘Daily” Graph (5 Minute Average)

DE

E40.0 K 2 8 8 B B8 8 B8 8§ ® § B8 §8 8 ®B § ®8 &8 ®§8 §7 8§ § ® ¢=

GS0 .0k

F20.0 K

Bits per Second

160.0 kK

0.0k
10 17 14 16 18 =20 22 0 2 4 & 8

2 ) =] 5]

10 12 14 16 15

Ssrerage In: 175 0 kbes {1,150 Cuxrent In: 543 kbe's {0 3%
Asreyage Oot: 928 kb's (OS5 Cuxrent Oot: <2 5 kbe's (03
“Daily” Graph (& RIinote intersal): In: 182 9 kb's {1 1% Qo 35.6 kbs {0.5%)

Blax In: 625.0 kbts {3 9%
Blaz Our: 258 4 kb5 (2250
Bsrerare roaX S mmin saloes fox
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Case Study 5: QoS [14]
Corvil Bandwidth

* Adequate bandwidth is
essential for application

Real Time

_ performance
Too Much Traffic Bursts . .
Bandwidth Too little bandwidth can make
] business services unusable
Corvil - Too much bandwidth can be
Bandwidth very costly
% m * Corvil Bandwidth provides
S ol the minimum bandwidth
© . .
- ‘ required to meet a Quality of
m Service target
_ Based on 8ms measurement
Too Little within a traffic class.
Bandwidth

Mean Traffic Rate
E.g., 300 kbps over a 5-minute period
Time
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Case Study 5: QoS [15]

Corvil Bandwidth: Configuration
ﬂ

« Commence observation for a traffic class
Use esti mat e bandw dt h command in an MQC policy map
Specify tolerance for packet loss
Specify tolerance for delay duration

Pol i cy-map i nner toPE
class cl ass-default
R2- 2821( confi g- pmap-c) #esti mat e bandw dt h drop-one-in 50
del ay-one-in 50 mlliseconds 100

Allows 1 packet in 50 to be dropped packet loss <2.00%
Allows 1 packet in 50 to be delayed by 100ms

« Can only be applied on outbound policies
* Monitoring is via CLI or SNMP
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Case Study 5: QoS [16]

Corvil Bandwidth: Monitoring
IIIIlllIIlIIlllIIllIIlIlIIlIIllIIlIIlIlllIIIIIIIIIIII‘IIIIIIIIIIIIEEE:EEEIIIIIII

CLI: Show policy-map interface

A ass-map: class-default (match-any)
13970096 packets, 366991592 bytes

30 second offered rate 57000 bps, drop rate 15000 bps
Mat ch: any

Bandw dt h Esti nati on:
Qual ity-of -Service targets:
drop no nore than one packet in 50 (Packet |oss < 2.00%

del ay no nore than one packet in 50 by 100 (or nore) mlliseconds
(Confi dence: 98. 0000%

Corvi| Bandw dt h: 327 kbits/sec
SNMP: Monitoring Corvil Bandwidth Value

3773 K ;
3396 k- :
201.8 ki
264 1 ki

| | : | | : | = Corvil BW for DE
el |——DEPrePolicy

150.9 k{{-------- R R R D R e - - .

skl AR S S S | = DE Post Policy

75.5 ki : : : : : : ]

37.7 ki : ' : ' :
0.0

0 10 20 a0 A0 S0 (=]u] T0
Last [339 | &verage [335 L EAE | Max 33 |
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Case Study 5: QoS [17]
Corvil Bandwidth: Monitoring Application

— e Cisco SYSTEMS

= L oy

Browser Access

Cisco BQA Agent
Software for IBM
336 Appliance

Bandwidth Quality Analysis
(BQA) Server
* Required to get most benefit |
from Corvil BQA agents Cisco BOA Server

» Corvil Traffic Descriptors Software for IBM 346
(CTD) can only be decoded

by the Server. Appliance
* Accounts for multiplexing
across class
» Carries out what if scenarios Cisco CB Agent Software
CTD Library that (Corvil Bandwidth feature
represent traffic profiles license) in Cisco I0S (800

of services to 7200 routers)
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Case Study 5: QoS [18]

Network Based Application Recognition SNBARg

* QoS Case Studies so far

Network & Service response per Class of
Service

Ping/IP SLA
Device behaviour to QoS

CLI/ CBQoSMIB
Bandwidth required to meet defined SLA

Corvil

« We Still Don’t Know S

What applications are generating the traffic
Traffic classification as it enters the network
Traffic flows in the Network
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Case Study 5: QoS [19]
NBAR

My application
Is too slow!

» Full-packet, stateful inspection
identifies traffic type

* Protocol Discovery analyzes
multi-packet behavior and
application signatures

* Enables application of QoS
policies to traffic flows

Rrissent@toQa® Update, 11/03 © 2005 Cisco Sysaans, GiscaByihtageservall.rights reserved.
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Case Study 4.5.2: QoS [20]
NBAR Modes of Operation

lllllIIlllIlIIIllIIllIIllIlIllIlIIIIIllllllllI‘IIIIIIIIIIEE!!EEIIIIII

* Protocol Discovery Per Interface.
R2-2821(config-if)# p nbar protocol-discovery
per-interface, per-protocol, bi-directional statistics:
bit rate (bps)
packet counts
byte counts

* Modular QoS Traffic Classification

R2-2821(confi g) #cl ass-map af4_t oPE

Lists all NBAR

R2-2821(confi g- cmap) #mat ch protocol ? protocols

aarp Appl eTal k ARP

appl et al k Appl eTal k

arp | P ARP

bgp Bor der Gat eway Prot ocol

<snip>

XW ndows X- W ndows renpte access

R2-2821(confi g-cmap) #mat ch protocol Tel net
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Case Study 5: QoS [21]

NBAR Protocol Discovery Configuration
llllllllllllllllllllllllllllllllllllllllllllllllllllllllll‘IIIIIIIIIIIIIEEE:!!:EIIIIIIII

Configuring Protocol Ports

(confi g)#i p nbar port-map bgp udp 179 180 181 182 183 184 ° Redefine existing
protocol ports

» Configure custom

(config)#i p nbar custom G scoProtocol source udp protocols
range 40000 41000 50000

(config)# p nbar port-map custom 01 udp 1000 1100

* Define protocol by

Identifying Protocol Ports hame

#show i p nbar port-nap
port-map Ci scoProtocol udp 40000 41000 50000

 List all protocols
port-map bgp udp 179 180 181

and ports
182 183 184
port-map bgp tcp 179 * Port-map and
<snip> custom are
port-map tel net tcp 23 maintained over
port-map tftp udp 69 reboot.
port-map vdolive tcp 7000

port-mp w nnx tcp 6699
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Case Study 5: QoS [22]

NBAR CLI
SR Ciscocom |

#sh i p nbar protocol -di scovery top-n 5 Serial0/3/0

* Top-N for all
. . | t Qut put
interfaces with e o
Cisco NBAR Prot ocol Packet Count Packet Count
Byt e Count Byt e Count
Protocol 5mn Bit Rate(bps) 5min Bit Rate(bps)
Discovery 5min Max Bit Rate(bps) 5min Max Bit Rate(bps)
enabled @ --eeeeiieiiieiiieooiiiiiiiiioiiiiiiiiioiiooioonns
_ gre 52270 0
* “show ip nbar 55861380 8
protocol- ) 36000 0
discovery egp 52269 0
lists all protocols %583356 8
m_cludlng those 36000 0
with no G scoProtocol 7975 0
i~ At 255200 0
applications. o000 0
18000 0
<snip>
Tot al 125679 4922
3886478 857316
73000 3000

101000 4000
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Case Study 4.5.3: QoS [23]

NBAR SNMP
SR Ciscocom |

* CISCO-NBAR-PROTOCOL-DISCOVERY-MIB
SNMP configures and collects protocol discovery statistics

snnpwal k cnpdAl | St at sEntry

Lists all protocol entries including those with 0 counters.
99 protocols in this case

- . | AndWait f
Top-N statistics must be configured via SNMP | reareancivet for

SNMP SET

_ : : - Create Top N
1: cnpdTopNConf | gStatus.5 (i _nt eger) createAndWiit (5) ] protocol table
2: cnpdTopNConfiglflndex.5 (integer) 5 [5] —— Forifindex 5
3. cnpdTopNConfi gRequest edSi ze. 5 (gauge) 6

_ _ . : Create Top 6
4: cnpdTopNConf! gSt at sSe! ect.5 (integer) bitRateln(1) orotocol table
5: cnpdTopNConfi gSanpl eTi ne. 5 (gauge) 30
6: cnpdTopNConfigStatus.5 (integer)~createAndCGo(4) Order by inbound

interface bit rate

- Bit rate over
1st two SNMP sets required 30s interval CreateAndGO top 6 protocol

and in order shown table for ifindex 5 (Serial 0/3/0)
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Case Study 5: QoS [24]

NBAR SNMP
SR Ciscocom |

- Top N protocols are listed SNMP GET/WALK cnpdTopNStatsEntry

1: cnpdTopNSt at sProtocol Nane. 5.1 egp
Based on counters 2: cnpdTopNSt at sProt ocol Nane. 5.2 gre
» Counters are: 3: cnpdTopNSt at sProt ocol Nane. 5.3 Ci scoPr ot oco
Bit rate/s 30s interval 4: cnpdTopNSt at sProt ocol Nane. 5.4 | 2tp
Inbound on Serial 0/3/0 5: cnpdTopNSt at sProt ocol Nane. 5.5 notes
cnpdTopNSt at sProt ocol Nane. 5.6 rtpl

As configured via SNMP <snip>
cnpdTopNSt at sHCRat e.
cnpdTopNSt at sHCRat e.
cnpdTopNSt at sHCRat e.

1 (count er 64) 38000
2

3:

4: cnpdTopNSt at sHCRat e.

5

6

1

2 (counter64) 38000
3 (counter64) 25000
.4 (counter64) 2000
.5 (counter64) 2000
6 (counter64) 2000

* NBAR Protocol Traps
configured via SNMP

Based on
Any protocol
Defined protocol

Combination of
threshold conditions

cnpdTopNSt at sHCRat e.
cnpdTopNSt at sHCRat e.

aoo o a o
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Case Study 5: QoS [25]
NBAR + CBQoSMIB

DSCP=CS3

dient%ping -n 1010. 0.0.1
Pinging 10.0.0.1 wit bytes of data:

Reply from10.0.0.1 : bytes=32 tine=1ns
TTL=63

<SNI P>

Packets: Sent = 10, Received = 10,

Lost = 0 (0% 1 o0ss)

cl ass EF
priority 10
police cir 10000
conformaction transm t

exceed-action drop | wyijthout thiswe don't
cl ass AF4 know QoS markings

Plng DE

client EI Plng CS3
1.0.0. 10

_/I/

Don’t know QoS Marking Into
Network

NBAR Identifies protocol
but not QoS marking

CBQoS identifies device
behaviour but not Pre QoS
marking

NBAR

Pr ot ocol

I cnp
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e @jﬁl
uz 282 w y—»

bandwi dt h 20 in network
cl ass cl ass-default
set ip dscp default ‘
I 10.0.0.1
ipmserver

,,,l

CBQoSMIB
| nput Qut put C ass Packet Byte
Packet Packet EF 0 0
Byt e Byt e AF4 0 0
10 10 DE 10 640
640 640

76



Case Study 5: QoS [26]
NetFlow

NMS-3132 - Advanced NetFlow Usage

* NetFlow
v Inspects packets

v Provides flow information Per
Class of Service (TOS)

v Provides pre and post policy
QoS classification
* Flows are defined by 7 keys:
Source IP address
Destination IP address
Source port
Destination port
Layer 3 protocol
TOS byte (DSCP)
Input interface (ifindex)
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Case Study 5: QoS [27]

NetFlow
DSCP=CS3 cl ass EF
I priority 10
dient%ping -n 10(-v 96)10.0.0.1 police cir 10000 _
Pinging 10.0.0.1 wit byt es of dat a: conformaction transmt
Reply from10.0.0.1 : bytes=32 tine=1ns exceed- action drop
TTL=63 cl ass AF4
<SN P> bandw dt h 20
Packets: Sent = 10, Received = 10, cl ass cl ass-def aul t
Lost = 0 (0% oss) set ip dscp default
1 10.0.0.1
ipmserver
Ping DE
Ping CS3 =
client EI SO/S/Ow A2/1 L I

1.0.0. 10 R2 282 =‘\

_/I/

Ingress NetFIow Egress NetFIow
/ \ Class TOS HEX

R2-2821#sh i p cache~verbose fl ow DE 00 00

<SNI P>

Srclf Sr address Dstlf Dst | Paddress|\Pr  TC gs Pkts B/ Pk Active

Se0/3/0 1.0.0.10 Se0/2/1* 10.0.0.1 10 60 9.0 H

Se0/3/0 1.0.0.10 Se0/2/1 10.0.0.1 10 60 9.0

Class TOS HEX
CS3 96 60
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Case Study 5: QoS[28]

NetFlow: Configuration
ﬂ

interface Serial0/2/1 Basic NetFlow Configuration
I p address 10. 2. 0.2 255.255.255.0
ip flow egress
| oad-i nterval 30
service-policy output outer_toPE < Outbound QoS Policy
|

interface Serial 0/3/0

Account flows
exiting the interface

I p address 10.3.0.1 255. 255.255.0 NBAR Identify

I p nbar protocol -discovery < Protocols into Network
ip flow ingress Account flows

anal ysi s- nodul e noni toring entering the interface

ip flowexport source LoopbackO
ip flowexport version 9 origin-as bgp-nexthop
i p flowexport destination 10.49.157.203 9991

Export NetFlow
data to collector
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Case Study 5: QoS [29]

NetFlow: Top Talkers
IIIIlllIIlIIlllIIllIIlIlIIlIIllIIlIIlIlllIIIIIIIIIIII‘IIIIIIIIIIIIEEE:EEEIIIIIII

Configuration |
ip flowtop-tal kers Default Timeout = 5s

top 20 * Increase to SNMP Polling Interval

sort-by bytes * Increase to view via CLI
cache-timeout 120

match i nput-interface Serial0/3/0 nms% ping -n 10 -v 96 10.0.0.1
Pre and post QoS Classification
CLI =<

R2-2821#sh ip flow top-tal kers verbose
Srclf Srcl Paddress Dstlf Dst | Paddress Pr TOS Bytes Port Port B/ Pk Active
Se0/3/0 10.10.10.1 Se0/2/1* 10.10.10.4 08 00 39K 0000 0000 20 119.7
Se0/3/0 10.10.10.1 Se0/ 2/ 1 10.10.10. 4 08 00, 239K 0000 0000 20 119.7

<SN P>
Se0/3/0 1.0.0.10 Se0/2/1* 10.0.0.1 01|00 ]| 44K 0000 0800 60 746. 0
Se0/3/0 1.0.0.10 Se0/ 2/ 1 10.0.0.1 01|60 | 44K 0000 0800 60 746. 0

16 of 20 top tal kers shown. 16 of 16 fl ows matched.

SNMP: NetFlow MIB

cnf TopFl owsSr cAddr ess cnf TopFl owsDst Addr ess cnf TopFl owsTCS cnf TopFl owsByt es
.1 OA OA 0OA 01 .1 O0A OA OA 04 .10 .1 364980
.2 0A OA OA 01 .2 0A OA OA 04 .2 0 .2 364980
.15 01. 00. 00. OA .15 OA. 00.00.01 .15]0 .15 48480
.16 01. 00. 00. 0A .16 OA. 00.00.01 . 16|96 .16 48480 |
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Case Study 5: QoS [30]
NetFlow: Configuration Tips

ﬂ

When monitoring NetFlow via CLI
increase inactive timers Long Cache timers
_ will skew NFC data

When exporting NetFlow records to a

NetFlow collector NFCv5)
Timers should not be longer than NFC collector

aggregator interval « Default Cache
timers
R2-2821#sh ip cache fl ow « Easy to miss short
<SNI P> flows via CLI

| P Fl ow Swi t chi ng Cache, 278544 bytes

2 active, 4094 inactive, 1760 added : :
* Increases inactive

141533 ager polls, O flow alloc failures :
. . . . flow timer
Active flows tineout in 30 m nutes
| nactive flows tinmeout in 15 seconds * All udp flows are
inactive
<SNI P>

R2-2821(config)#i p flowcache tineout inactive 120
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Case Study 5: QoS [31]

NetFlow: TOS-Aggregations
ﬂ

* NetFlow ToS-Aggregation schemes reduce
CLIl: Show Cache flow output
NDE: data exported to the NefFlow Collector
 If Aggregation is used then
Only export aggregated data to the collector
Set timers in main cache to default

R2- 2821#sh ip cache fl ow aggregation ?

as-tos AS TOS aggregation cache

bgp- next hop-t os BGP next hop TOS aggregati on cache

destination-prefix-tos Destination Prefix TOS aggregation cache

prefix-tos Sour ce/ Destination Prefix TOS aggregation
cache

pr ot ocol - port-tos Protocol, port, TOS aggregati on cache

source-prefix-tos Source Prefix TOS aggregation cache

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved. 82



Case Study 5: QoS [32]

NetFlow: NetFlow Collector V5 (NFCv5=

ﬂﬂ.rw! acronalt Inberiet Euplaner provided by Crico Syst e, Inc.

SN Cperam1075367431964: 28-Tan-2004 00:00:00 thr 29-Jan-2004 23:59:00
M. Generated: 112004 9:10 AM

NetFlow Records NECV5

660
NDE V9

R B ey R M 1
e [l v e g @]
- IP Flows captured on device interface R — SRR
Ingress or Egress e =
* Flows stored in device cache b o
4 u
* Flows exported to NetFlow collector = —
Cache timers default inactive=15s, active=30s

NFCv5 Aggregation scheme
Listens on udp port

Aggregates flows over time interval & key flow
fields
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Case Study 5: QoS [33]
NetFlow: NetFlow Collector (NFCv5

Configuration->Aggregator

Configuration->Aggregation Scheme

Aogregation Scheme Dt ipvd_full_Dir | Cisco Stsris . .
oo P . M CNS§ NetFlow Collection Engine

e e (s

Lyailable Key Fields Selected Key Fields

sro-cuhnetk By N DIRECTION |F T ou Are Here + Configuration » Modify Agaregator

dat-subnetkey input-key Modify Aggregator

masked-aroaddr-key output-key 3 ikl Aggregate flows
Qi?;ﬁ;ismddr—key m iggargggtiiy g:eld; y Lggregatar IO ipedfull _dir over 5 mi nuteS

| a [+ £y OUlldErs . X I . .

dst-askey -4 srcpartkey ) (1] Value Buiders BT Screne |pv4_fu||_D|r—_|

mpls—tl:np-l ghel dstaddr—key Aggr egat 1on ] Agcregation Schemes Agaregation Period (mins]): |5

Input-name-key dstport-key Scheme E@éggregmurs bk [3951

output-name-key dst-mask-key Kev FI 2] ctm_jpvd I__,

. . OW H 3 -

ihame-r-optdatarkiz]  nexthop-key | F'eely q +[2] ctm_mpis i 120 _

I S @ ctm_mpls_ful Dita Set Path: |${NFC_DIR},’D‘

Yl Figlds: Flow Value @ invé_ful Binary: [

Aalable Value Fields Selected Valus Fiskis Fields I D%n- Compression. [~ Aggregate flows

A | ners
flowerate-value starHime-value A JNeFom Bt Sowoe s Mo Dok (46 [ on UDP port 9991
packetrate-value encHime-value et , .
) . oy Expott Source Access Lis Fitter: E
byte-rate-value active-time+value 1159 P
rnas-bursHate-value p |flow-countalue
D oackekcountvalie £ pdorza UDP Ports must match
[« byte-countvalue

R2-2821(config)# ip flow export destination 10.49.157.203 9991
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Case Study 5: QoS [34]
NetFlow: NFCv5 QoS Reports

Flows BY TOS into Device Pre QoS Classification {DIRECTION x| {0 Fitter
Showving 1-9 of 3 records
Device tos DIRECTION oeters P R pit= @
1. 1010102 1] 0 274519649 455 1272897
2. 10.10.10.2 125 0 20264304 300 912645
3. 1010402 G4 n BOS0604 Totaj 2 TO'[aJ 216093
4. 10.10.10.2 154 _TOS UOt matched 3529512 Bytes 2 Flows 126054
5 1040402 132 In pO“Cy 28581240 = 2 = 692 144062
6. 1040402 160 remar kaj DE_ 2060960 40491641 230 11047
7. 1010402 32 ] 2016565 2 F20351
8. 1010102 95 0 188760 74 2597
q. 1010102 192 0 455 =3 =3
Flows BY TOS into Device Post QoS Classification [DIRECTION = |1 Filter

Showving 1-5 of 5 records

Device tos DIRECTION octets @ S pkt= @
1. € 1010102 0 1 3B566725 765 1643564
| e 1010102 128 1 20264304 DE t_rafflc 300 912645
3. 1010102 184 1 3529512 being 2 126054
' B dropped
4. 1040102 96 1 2137 1 51
e 1040102 192 1 456 5 5
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CASE STUDY 6:
Embedded Management
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Case Study 6: Embedded Management [1]
ﬂ

« What is Embedded Management ?

On Device monitoring of Elements and
network services

No external monitoring A la
Ability to send traps on the crossing of Threshold /L Threshold
thresholds Violatio solution

Take action based on threshold crossed

* Why Embedded Management is used ?
Reduce network overhead T

Scalable performance monitoring @
High speed monitoring —u—

- Cisco’s Embedded Management Exceed 1 f
COOL, IPSLA (Service/Availability) RS el .
RMON, Embedded Event Manager (Any m
MIB object) renpold
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Case Study 6: Embedded Management [2]

RMON: CPU Utilization
ﬂ

» Configure RMON to generate a trap if CPU utilization reaches
or exceeds 80%, and rearm the trap if utilization drops to 40%
or less, sampling interval is 20 seconds

Rising Condition Falling Condition

Rout er (confi g)#rnmgn al arm 1 cpnCPUTot al Entry. 3.0 20 absol ute
ri si ng-threshol d(80)1 falling-threshol d2 owner me

Rout er (confi g)#rnon event 1 log trap public description "cpu

busy" owner nme

Rout er (confi g)#rnon event 2 |l og description "cpu not too busy"

Threshold Event 1 No Alert Threshold Event 1

Violation Violqti{‘

Rising 80%

Falling 40%
Threshol

Violation Event 2
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Case Study 6: Embedded Management [3]

EEM: CPU Utilization
ﬂ

* The following configuration example generates a syslog
message to be logged when

CPU utilization goes above 90%

Event monitoring will resume when the CPU utilization falls below 80% or
when 20 minutes have passed

Event Manager appl et totcpual ert

event snnp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.6.1 get-type
exact entry-op ge entry-val 90 exit-conb or exit-op le
exit-val 80 exit-tine-sec 1200

action syslog priority alert nsg *** Warni ng*** CPU
utilization is above 90%

 More flexible than RMON event and alarm
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Summary and Conclusion
ﬂ

e Starting point should be monitoring the Service
ldentify what the service is.
Where Service Information is available.

« Quality of service is dependant on underlying
Infrastructure

QoS is key to delivery of multiple services over a network.

* Deployed device instrumentation is preferred
Deployed in all parts of the network & already managed.

 The performance monitoring cycle is an ongoing
process
Define service, Baseline, Collect data Process.
Needs to be constantly tuned
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Complete Your Online Session Evaluation!
ﬂ

Por favor, complete el formulario de evaluacion.

Muchas gracias.

Session ID: NMS-2042

Performance Management with
Cisco Devices.
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Questions?




NMS-2031
9BBES@Tation4IR1

Cisco SYSTEMS
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Appendix A:
Reference Network for Case Studies

I Ping t0 10.0.0.1 _
1 With R1-7505 E1/0/0 disabled

4. Forces packetviaQoS

| 10.10.10.1 .10
3.3.3.1 - | 10.10.10.2
2221 10.10.10.3
1.0.0.0/24 [ 10.10.10.4
10.0.0.1
10.3.0.0/24 10.2.0.0/24 101.00/24 leloo i
e0/0 " 10.0.0.0/24 IPMserver

2 M 1M
500 s030 G021 S200 S2/3 s4/0 0/0 !‘*"s;g“""ll
|R1-2619‘— 2 TUR228210 2 1R3-3640 2 1 WRL7505 .10 Ll
NAMT™ 6 = 2
2 ‘

AN =
QoS Traffic

10.49.157.200/29

From R1-2610

4
Class DSCP DEC TOS HEX I
EF 101110 46 184 B8 =1
CS4 100000 32 128 80 —
AF41 100001 33 132 81 SNMP server

AF3 011000 16 % 60
AF2 010000 8 64 40
DE 000000 O 00 00
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Case Study 7: Device Elements [1]
CPU Utilization: CLI Commands

* Routers running constantly at high utilization level can affect
the overall performance of forwarding and processing packets

Rout er #sh proc cpu

CPU utilization for@e seconds) 50% 0@ e:

5@ five mnute} 2%
5Mn TTY Process

PI D Runti nme( ns) | nvoked uSecs Sec 1M n
1 0 1 O 0.00% 0.00% 0.00% O Chunk Myr
2 368 274108 1 0.00% 0.00% 0.00% O Load Meter
3 32940 716632 45 0.00% 0.00% 0.00% O C5PF Hello
Rout er #sh proc cpu sorted ?
lmn Sort based on 1 mnute utilization
5mn Sort based on 5 mnutes utilization
5sec Sort based on 5 seconds utilization

| Qut put nodifiers
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Case Study 7: Device Elements [2]

CPU Utilization: SNMP
ﬂ

« CPU utilization using OLD-CISCO-CPU MIB
* Supported since 10.2
 As of 12.0 all OLD-CISCO-*-MIBs are “deprecated”

avgBusy5
Rout er #sh proc cpu busyPer avgBusyl

CPU utilization for five seconds: 50% 20% one mnute: 5% five mnutes: 2%

PI D Runti nme( ns) | nvoked uSecs 5Sec IMn 5Mn TTY Process
1 0 1 0O 0.00% 0.00% 0.00% O Chunk Myr
2 368 274108 1 0.00% 0.00% 0.00% O Load Meter
3 32940 716632 45 0.00% 0.00% 0.00% O CSPF Hello

* OLD-CISCO-CPU MIB only applies to RP CPU

« OLD-CISCO-CPU MIB doesn’t apply to CPU
utilization for VIP cards (7500) or LC (GSR)
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Case Study 7: Device Elements [3]

CPU Utilization: SNMP
ﬂ

¢ CISCO-PROCESS-MIB: New MIB introduced in
12.0T train; provides information on CPU utilization
and running processes

cpmCPUTotal5sec cpmCPUTotallmin cpmCPUTotal5min
Rout er #sh proc cpu

CPU utilization for five seconds: 50% 20% one mnute: 5% five mnutes: 2%

PI D Runti me( ns) | nvoked uSecs 5Sec IM n 5Mn TTY Process
1 0 1 0O 0.00% 0.00% 0.00% 0 Chunk Myr
2 368 274108 1 0.00% 0.00% 0.00% O Load Meter
3 32940 716632 45 0.00% 0.00% 0.00% O CSPF Hello

e Solution for VIP cards(7500) and LC(GSR):
CISCO-PROCESS-MIB + ENTITY-MIB

cpmProcessEntry
cpmProcessExtRevENtry

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved. 98



Case Study 7: Device Elements [4]

CPU Utilization: SNMP for VIP and LC
ﬂ

« The ENTITY-MIB provides an inventory of the chassis, cpu
card(s), line cards, fans, power supplies etc.; this MIB is the
industry-standard replacement to the OLD-CISCO-CHASSIS-MIB

« Which MIB variables to use for VIP and LC?

Assigned Arbitrarily and Is
cpnCPUTot al Tabl e Not Saved Over Reboots

cpnCPUTot al | ndex Unsi gned32,
CISCO-PROCESS cpnCPUTot al Physi cal | ndex Ent Physi cal | ndexOr Zer o,

MIB cpnCPUTot al 5sec Gauge32,
cpmCPUTot al 1m n Gauge32, Defined in Another
cpnCPUTot al 5mi n Gauge32, Variable entPhysicalEntry

in the ENTITY-MIB
| NDEX { cpnCPUTot al | ndex }
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Case Study 7: Device Elements [5]:

CPU Utilization: VIP & ENTITY & CISCO-PROCESS MIBs
SR Ciscocom |

* CISCO-PROCESS-MIB:

cpnCPUTot al Tabl e. cpnCPUTot al Ent ry. cpnmCPUTot al Physi cal | ndex. 1 :

| NTEGER: O
cpnmCPUTot al Tabl e. cpnCPUTot al Ent ry. cpnCPUTot al Physi cal | ndex. 2

| NTEGER: 28
cpnCPUTot al Tabl e. cpnCPUTot al Ent ry. cpnCPUTot al 5sec. 1 12
cpnCPUTot al Tabl e. cpnCPUTot al Ent ry. cpnCPUTot al 5sec. 2 9
cpnCPUTot al Tabl e. cpnCPUTot al Entry. cpnCPUTot al 1m n. 1\ 10
cpnCPUTot al Tabl e. cpnCPUTot al Entry. cpnCPUTot al 1m n. 2 5
cpnCPUTot al Tabl e. cpnCPUTot al Entry. cpnCPUTot al 5m n. 1\ 8
cpnCPUTot al Tabl e. cpnCPUTot al Entry. cpnCPUTot al 5m n. 2 4

* There are 2 CPUs displayed

 The second CPU is a VIP identified by an index number of 2
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Case Study 7: Device Elements [7]

CPU Utilization: VIP & ENTITY & CISCO-PROCESS MIBs
SR Ciscocom |

« ENTITY-MIB:

ent Physi cal Descr. 28 : OCTET STRING (ascii): Versatile Interface Processor (VIP2-50)

ent Physi cal Vendor Type. 28 : OBJECT | DENTI FI ER:
.iso.org.dod.internet.private.enterprises.cisco.ciscoMdules.3.1.9.7.26

ent Physi cal Cont ai nedln. 28 : | NTEGER. 8

ent Physi cal O ass. 28 : | NTEGER npodul e

ent Physi cal Parent Rel Pos. 28 : | NTEGER: 6

ent Physi cal Nane. 28 : OCTET STRING (ascii):

ent Physi cal Har dwar eRev. 28 : OCTET STRING (ascii): 2.00

ent Physi cal Fi rmwar eRev. 28 : OCTET STRING (ascii):

ent Physi cal Sof t war eRev. 28 : OCTET STRING (ascii): 22.20

ent Physi cal Seri al Num 28 : OCTET STRING (ascii): 13944617

ent Physi cal M gNane. 28 : OCTET STRING (ascii): Cl SCO

ent Physi cal Tabl e. ent Physi cal Entry. ent Physi cal Model Nane. 28 : OCTET STRING (ascii): VIP2-50
ent Physi cal Tabl e. ent Physi cal Entry. ent Physi cal Alias. 28 : OCTET STRING (ascii):
ent Physi cal Tabl e. ent Physi cal Entry. ent Physi cal Asset I D. 28 : OCTET STRING (ascii):
ent Physi cal Tabl e. ent Physi cal Entry. ent Physi cal | SFRU. 28 : | NTEGER true
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Case Study 7: Device Elements [8]

Memory Utilization: CLI Commands
lllllllllllllllllllllllllllllllllllllllllllllllllllll‘IIIIIIIIIIIIE&E:EEEIIIIIII

 The amount of main memory left on arouter’'s processor has
significant impact on performance
Rout er# show nenory
Head Tot al ( b) Lowest ( b)
Processor 60DB19CO 119858752 1948928 117909824 117765180 117903232
Fast 60D919C0 131072 69560 61512 61512 6146 ...

« Buffers are allocated from memory into different memory pools

Rout er# show buffers
Buf fer el enents:
499 in free list (500 max al | owed)
124485689 hits, O msses, O created
Publ i c buffer pools:
(::é&all buffers) 104 bytes (total 120, pernmanent 120:
112 in free list (20 mn, 250 max al |l owed)...
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Case Study 7: Device Elements [9]

Memory Utilization: SNMP
llllllllllllllllllllllllllllllllllllllllllllllllllllllllll‘IIIIIIIIIIIIIEEE:!!:EIIIIIIII

* Initially OLD-CISCO-MEMORY MIB
* CISCO-MEMPOOL-MIB only supports RP

ciscoMemoryPoolFree

ciscoMemoryPoolUsed

ciscoMemoryPoolLargestFree
Rout er# show nenory

Head Total (b) Used( b) Free(b) Lowest ( b) Lar gest ( b)
Processor 60DB19CO 119858752 1948928 117909824 117765180 117903232
Fast 60D919C0 131072 69560 61512 61512 6146

¢ Solution for VIP cards(7500) and LC(GSR): CISCO-
ENHANCED-MEMPOOL MIB

¢ CISCO-ENHANCED-MEMPOOL MIB is supported from
12.0(21)S for VIP cards and 12.0(20)ST for GSR LCs
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Case Study 7: Device Elements [10]

Memory Utilization in VIP and LC: SNMP
ﬂ

* CISCO-ENHANCED-MEMPOOL MIB

"A table of nenory pool nonitoring entries for all physical
entities on a managed system *

cenpMenPool Tabl e

cenpMenPool | ndex CenpMenPool | ndex,
cenpMenPool Type CenpMenPool Types,
cenpMenPool Nane SnnpAdm nString,
cenpMenPool Pl at f or MVenory  Aut ononpusType,
cenpMenPool Al t er nat e CempMenPool | ndexOr None,
cenpMenPool Val i d Tr ut hVval ue,

cenpMenPool Used Gauge32,

cenpMenPool Free Gauge32,

cenpMenPool Lar gest Fr ee Gauge3?2,

cenpMenPool Lowest Fr ee Gauge3?2

| NDEX { , cenpMenPool | ndex }
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Case Study 7: Device Elements [11]

Bandwidth Utilization: CLI Commands
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘IIIIIIIIIIIIEEE:EEEIIIIIII

Rout er# show i nterfaces serial 0/1
Serial0/1 is up, line protocol is up
| nternet address is 192.1.1.105/30

MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, |oad
1/ 255

Default value
5 mnute input rate O bits/sec, 0 packets/sec
5 mnute output rate O bits/sec, 0 packets/sec
345817 packets input, 27998005 bytes, O no buffer
Recei ved 0 broadcasts, O runts, 0 giants, O throttles
1 input errors, 0 CRC, O frane, O overrun, 0O ignored, 1 abort
277596 packets output, 20203129 bytes, 0 underruns
O output errors, O collisions, 1 interface resets
O output buffer failures, O output buffers swapped out
3 carrier transitions
RTS up, CTS up, DIR up, DCD up, DSR up
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Case Study 7: Device Elements [12]

Bandwidth Utilization—SNMP
ﬂ

* IfInOctets—Total number of octets received on the interface,
Including framing characters

* ifOutOctets—Total number of octets transmitted out of the
interface, including framing characters

* ifSpeed—An estimate of the interface’s current bandwidth in
bits per second; for interfaces which do not vary in bandwidth
or for those where no accurate estimation can be made, this
object should contain the nominal bandwidth

Input Util = [(delta (ifInOctets)) * 8 *100] / [(humber of seconds in delta)
*ifSpeed |

Output Util = [delta(ifOutOctets) ) * 8 *100] / [(hnumber of seconds in
delta) * ifSpeed ]
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Case Study 7: Device Elements [13]

Device Packet Loss: SNMP
ﬂ

* OLD-CISCO-INTERFACES-MIB
loclfinputQueueDrops—OID .1.3.6.1.4.1.9.2.2.1.1.26
“The number of packets dropped because the input queue was full.”

 |[F-MIB
ifinDiscards—OID .1.3.6.1.2.1.2.2.1.13

"The number of inbound packets which were chosen to be discarded even
though no errors had been detected to prevent their being deliverable to a
higher-layer protocol; one possible reason for discarding such a packet
could be to free up buffer space

Discontinuities in the value of this counter can occur at
re-initialization of the management system, and at other times
as indicated by the value of ifCounterDiscontinuityTime”

From “show | nt erface” command

Qut put queue O drops; input queu€ 0/ 75,)0 dr ops,

loclfOutQueueDrops/ loclfinQueueDrops/
ifOutDiscards iflnDiscards
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