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Recuerde siempre:

§ Apagar su teléfono móvil/pager, o usar el modo 
“silencioso”.

§ Completar la evaluación de esta sesión y entregarla a los 
asistentes de sala.

§ Ser puntual para asistir a todas las actividades de 
entrenamiento, almuerzos y eventos sociales para un 
desarrollo óptimo de la agenda.

§Completar la evaluación general incluida en su mochila y 
entregarla el miércoles 8 de Junio en los mostradores de 
registración. Al entregarla recibirá un regalo recordatorio del 
evento.
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1) Strategically define the business objectives to be achieved 
via QoS.

2) Analyze the service-level requirements of the various traffic 
classes to be provisioned for.

3) Design and test the QoS policies prior to production-network 
rollout.

4) Roll-out the tested QoS designs to the production-network in 
phases, during scheduled downtime.

5) Monitor service levels to ensure that the QoS objectives are 
being met.

How is QoS Optimally Deployed?
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General QoS Design Principles
Start with the Objectives: Not the Tools

• Clearly define the organizational objectives 
Protect voice? video? data? DoS/worm mitigation?

• Assign as few applications as possible to be 
treated as “mission-critical”

• Seek executive endorsement of the QoS objectives 
prior to design and deployment 

• Determine how many classes of traffic are required 
to meet the organizational objectives

More classes = more granular service-guarantees
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How Many Classes of Service Do I Need?
Expanding the Number of Classes of Service over Time
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QoS for DoS/Worm Attack Mitigation
Introduction to Control Plane Policing

CONTROL PLANE
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CONTROL PLANE POLICING
(Alleviating DoS Attack)
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Locally
Switched Packets

CEF/FIB LOOKUP

ProcessorProcessor
Switched PacketsSwitched Packets

Management
SNMP, Telnet ICMP IPv6 Routing

Updates
Management

SSH, SSL …..

OUTPUT
from the Control Planefrom the Control Plane

INPUT
to the Control Planeto the Control Plane
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QoS for DoS/Worm Attack Mitigation
Data Plane Policing via the Scavenger-Class

• The Scavenger class is an Internet 2 Draft Specification 
for a “less-than best effort” service

• There is an implied “good faith” commitment for the 
“best effort” traffic class

It is generally assumed that at least some network resources
will be available for the default class

• Scavenger class markings can be used to distinguish 
out-of-profile/abnormal traffic flows from in-
profile/normal flows

The Scavenger class marking is DSCP CS1 (8)

• Scavenger traffic is assigned a “less-than best effort”
queuing treatment whenever congestion occurs
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• All end systems generate traffic spikes, but worms create 
sustained spikes

• Normal/Abnormal threshold set at approx 95% confidence
• No dropping at campus access-edge! Only remarking

Policing and Remarking (if necessary)

Data Plane Policing (Scavenger-Class QoS)
Part 1 - First Order Anomaly Detection

Normal/Abnormal Threshold
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Data Plane Policing (Scavenger-Class QoS)
Part 2 - Second Order Anomaly Reaction

• Queuing only engages if links become congested
§ When congestion occurs, drops will also occur

• Scavenger-class QoS allows for increased intelligence in the 
dropping decision
§ ‘abnormal’ traffic flows will be dropped aggressively
§ ‘normal’ traffic flows will continue to receive network service

Police

Queuing will engage when links become congested
and traffic previously marked as Scavenger is dropped aggressively

WAN/VPN links will likely congest first

Campus uplinks may also congest
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Classification and Marking Design Principles
Where and How Should Marking Be Done?

• QoS policies (in general) should always be 
performed in hardware, rather than software, 
whenever a choice exists

• Classify and mark applications as close to their 
sources as technically and administratively feasible 

• Use DSCP markings whenever possible 

• Follow standards-based DSCP PHBs to ensure 
interoperation and future expansion 
§ RFC 2474 Class Selector code points

§ RFC 2597 Assured Forwarding classes

§ RFC 3246 Expedited Forwarding
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Classification and Marking
QoS Baseline Marking Recommendations

Application
L3 Classification

DSCPPHBIPP CoS

Transactional Data 18AF212 2

Call Signaling 24CS3*3 3

Streaming Video 32CS44 4

Video Conferencing 34AF414 4

Voice 46EF5 5

Network Management 16CS22 2

L2

Bulk Data 10AF111 1

Scavenger 8CS11 1

Best EffortBest Effort 000000 00

RoutingRouting 4848CS6CS666 66

Mission-Critical Data 26AF31*3 3



121212© 2005 Cisco Systems, Inc. All rights reserved.RST-2501

Policing Design Principles
Where and How Should Policing Be Done?

• Police traffic flows as close to their sources as 
possible 

• Perform markdown according to standards-based 
rules, whenever supported 
§ RFC 2597 specifies how assured forwarding traffic 
classes should be marked down (AF11 è AF12 è AF13) 
which should be done whenever DSCP-based WRED is 
supported on egress queues
§ Cisco Catalyst platforms currently do not support DSCP-
based WRED, so Scavenger-class remarking is a viable 
alternative
§ Additionally, non-AF classes do not have a standards-
based markdown scheme, so Scavenger-class remarking 
is a viable option
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DoS/Worm Mitigation Design Principles
How Can QoS Tools Contain Attacks?

• Profile applications to determine what constitutes “normal”
vs. “abnormal” flows (within a 95% confidence interval)

• Deploy campus access-edge policers to remark abnormal 
traffic to Scavenger

DSCP CS1 (8)

• Deploy a second-line of defense at the Distribution-Layer via 
per-user rate-limiting or per-user microflow policing 

Cisco Catalyst 4500 or Catalyst 6500 PFC3

• Provision end-to-end “less-than-Best-Effort” Scavenger-class 
queuing policies 

Campus + WAN + VPN

• Protect Control Plane via Control Plane Policing
Catalyst 6500 PFC3
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Queuing Design Principles
Where and How Should Queuing Be Done?

• The only way to provide service GUARANTEES is to enable 
queuing at any node that has the potential for congestion

Regardless of how rarely—in fact—this may occur

• At least 25 percent of a link’s bandwidth should be reserved 
for the default Best Effort class 

• Limit the amount of strict-priority queuing to 33 percent of a 
link’s capacity 

• Whenever a Scavenger queuing class is enabled, it should be 
assigned a minimal amount of bandwidth 

• To ensure consistent PHBs, configure consistent queuing 
policies in the Campus + WAN + VPN, according to platform 
capabilities 

• Enable WRED on all TCP flows, whenever supported
Preferably DSCP-based WRED



151515© 2005 Cisco Systems, Inc. All rights reserved.RST-2501

Campus Queuing Design
Realtime, Best Effort and Scavenger Queuing Rules

Real-Time 
= 33%

Critical Data

Best Effort
= 25%

Scavenger/Bulk 
= 5%
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CAMPUS QoS DESIGN 
CONSIDERATIONS

161616© 2004 Cisco Systems, Inc. All rights reserved.
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Campus QoS Considerations
Establishing Trust-Boundaries

SiSi

SiSi

SiSi

SiSi

Endpoints Access Distribution Core WAN Aggregators

TRUST BOUNDARY

11

22

33

11

22

33

Optimal Trust Boundary: Trusted Endpoint

Sub-Optimal Trust Boundary

Optimal Trust Boundary: Untrusted Endpoint
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Access-Edge Trust Models
Endpoints and Endpoint-Categories

• Analog gateways

• IP conferencing stations

• Videoconferencing 
gateways and systems

• Video surveillance units

• Wireless access points

• Wireless IP phones

• Servers

• Client PCs

• Trusted endpoints

• Untrusted endpoints

• Conditionally-trusted 
endpoints

Endpoints Endpoint Categories
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Phone VLAN = 110

Campus QoS Considerations
Trust Boundary Extension and Operation

11 Switch and Phone Exchange CDP; Trust Boundary Is Extended to IP Phone

2 Phone Sets CoS to 5 for VoIP and to 3 for Call-Signaling Traffic

33 Phone Rewrites CoS from PC Port to 0

All PC Traffic Is Reset to CoS 0

4 Switch Trusts CoS from Phone and Maps CoSè DSCP for Output Queuing

“CoS 5 = DSCP 46”
“CoS 3 = DSCP 24”
“CoS 0 = DSCP 0”

4

11 So I Will Trust Your CoS”

“I See You’re an IP Phone,”

TRUST BOUNDARY

“Voice = 5, Signaling = 3”
2

PC Sets CoS to 5 for All Traffic33

PC VLAN = 10
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Phone VLAN = 110

11 Switch and Phone Exchange CDP; Trust Boundary Is Extended to IP Phone

2 Phone Sets CoS to 5 for VoIP and to 3 for Call-Signaling Traffic

33 Cisco 7912G IP Phone Does Not Rewrite CoS from PC Port to 0

No PC Traffic Is Remarked

4 Switch Trusts CoS from Phone and Maps CoSè DSCP for Output Queuing

“CoS 5 = DSCP 46”
“CoS 3 = DSCP 24”
“CoS 5 = DSCP 46”

4

11 So I Will Trust Your CoS”

“I See You’re an IP Phone,”

TRUST BOUNDARY

“Voice = 5, Signaling = 3”
2

PC Sets CoS to 5 for All Traffic33

PC VLAN = 10

Campus QoS Considerations
Cisco 7912G Breaks the Conditional Trust Boundary
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Campus QoS Access Edge Trust Models

• Trusted Endpoint Model

• AutoQoS – VoIP Model

• PC + SoftPhone + Scavenger Model

• IP Phone + PC + Scavenger (Basic) Model

• IP Phone + PC + Scavenger (Advanced) Model
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Access-Edge Trust Models
Trusted Endpoint Model

• DSCP from endpoint is accepted and admitted 
onto the network unaltered

• Policing is optional

Transmit Packet with
DSCP Unaltered

Optional
Policing

Trust
DSCPStartStart
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AutoQoS – VoIP Model
AutoQoS VoIP for Catalyst Switches

!
mls qos map cos-dscp 0 8 16 26 32 46 48 56
mls qos srr-queue output cos-map queue 1 threshold 3  5
mls qos srr-queue output cos-map queue 2 threshold 3  3 6 7
mls qos srr-queue output cos-map queue 3 threshold 3  2 4
mls qos srr-queue output cos-map queue 4 threshold 2  1
mls qos srr-queue output cos-map queue 4 threshold 3  0
mls qos srr-queue output dscp-map queue 1 threshold 3  40 41 42 43 44 45 46 47
mls qos srr-queue output dscp-map queue 2 threshold 3  24 25 26 27 28 29 30 31
mls qos srr-queue output dscp-map queue 2 threshold 3  48 49 50 51 52 53 54 55
mls qos srr-queue output dscp-map queue 2 threshold 3  56 57 58 59 60 61 62 63
mls qos srr-queue output dscp-map queue 3 threshold 3  16 17 18 19 20 21 22 23
mls qos srr-queue output dscp-map queue 3 threshold 3  32 33 34 35 36 37 38 39
mls qos srr-queue output dscp-map queue 4 threshold 1  8
mls qos srr-queue output dscp-map queue 4 threshold 2  9 10 11 12 13 14 15
mls qos srr-queue output dscp-map queue 4 threshold 3  0 1 2 3 4 5 6 7
mls qos queue-set output 1 threshold 1 138 138 92 138
mls qos queue-set output 1 threshold 2 138 138 92 400
mls qos queue-set output 1 threshold 3 36 77 100 318
mls qos queue-set output 1 threshold 4 20 50 67 400
mls qos queue-set output 2 threshold 1 149 149 100 149
mls qos queue-set output 2 threshold 2 118 118 100 235
mls qos queue-set output 2 threshold 3 41 68 100 272
mls qos queue-set output 2 threshold 4 42 72 100 242
mls qos queue-set output 1 buffers 10 10 26 54
mls qos queue-set output 2 buffers 16 6 17 61
mls qos
!
!
interface GigabitEthernet0/1
srr-queue bandwidth share 10 10 60 20
srr-queue bandwidth shape  10  0  0  0
queue-set 2
mls qos trust device cisco-phone
mls qos trust cos
auto qos voip cisco-phone

!

CAT2970(config-if)#auto qos voip cisco-phone
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Access-Edge Trust Models
PC + SoftPhone + Scavenger Model

= 32 kbps
Yes

No

= 5 Mbps
Yes

No

Remark to DSCP 0
and Transmit

= 128 kbps or
= 320 kbps

Yes

No

Remark to DSCP EF
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP CS3
and Transmit

TCP
2000–2002

Yes

No

UDP
16384 to

32767

Yes
StartStart

No
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Access-Edge Trust Models
IP Phone + PC + Scavenger (Basic) Model

VVLAN +
DSCP AF31 or

CS3
= 32 kbps

YesYes

No

DVLAN
ANY = 5 Mbps

YesYes

No

VVLAN
ANY = 32 kbps

YesYes

No

Remark to DSCP 0
and Transmit

Remark to DSCP 0
and Transmit

No

No

VVLAN +
DSCP EF = 128 kbps

YesYes

No

Trust and Transmit

Drop

Remark to DSCP CS1
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP CS3 
and Transmit

StartStart

No
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Access-Edge Trust Models
IP Phone + PC + Scavenger (Advanced) Model: Part 1

= 32 kbps
Yes

No

= 32 kbps
Yes

No

Remark to DSCP 0
and Transmit

= 128 kbps
Yes

No

Trust and Transmit

Drop

Remark to DSCP CS1
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP CS3 
and Transmit

VVLAN +
DSCP AF31 or

CS3

Yes

VVLAN
ANY

Yes

No

No

VVLAN +
DSCP EF

Yes
StartStart

No
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Access-Edge Trust Models
IP Phone + PC + Scavenger (Advanced) Model: Part 2

DVLAN +
MCD ACLs = 5 Mbps

YesYes

No

DVLAN +
BD ACLs = 5 Mbps

YesYes

No

DVLAN +
TD ACLs = 5 Mbps

YesYes

No

Remark to DSCP AF21
and Transmit

Remark to DSCP AF11
and Transmit

DVLAN
ANY = 5 Mbps

YesYes

No

Remark to DSCP 0
and Transmit

Remark to DSCP CS1
and Transmit

No

No

No

DVLAN +
UDP 16384-

32767
= 500 kbps

YesYes

No

Remark to DSCP AF41 
and Transmit

No

Remark to DSCP CS1
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP AF31
and Transmit

Mission Critical
Data ACLs

Transactional
Data ACLs

Bulk
Data ACLs
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Campus QoS Considerations
Typical Campus Oversubscription Ratios

Access

Distribution

Core

SiSi SiSi

SiSiSiSi

Typical 4:1Typical 4:1
OversubscriptionOversubscription

Typical 20:1Typical 20:1
OversubscriptionOversubscription
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FastEthernet

GigabitEthernet
TenGigabitEthernet

Campus QoS Considerations
Where Is QoS Required Within the Campus?

No Trust + Policing +
Queuing
Conditional Trust +
Policing + Queuing
Trust DSCP + Queuing

Per-User Microflow
Policing

WAN Aggregator

Catalyst 6500 Sup720

Server Farms IP Phones + PCs IP Phones + PCs



303030© 2005 Cisco Systems, Inc. All rights reserved.RST-2501

CISCO CATALYST 2950 
QOS DESIGN

303030© 2004 Cisco Systems, Inc. All rights reserved.
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Catalyst 2950
QoS Design Considerations

• Certain QoS features require the Enhanced Image (EI)

• Not all DSCP values are supported 

Only DSCP values 0, 8, 10, 16, 18, 24, 26, 32, 34, 40, 46, 48, and 56

• System-defined masks are allowed in class maps restrictions 

• There is no support for policing at a VLAN level 

• Minimum policing granularity is 1 Mbps (for 10/100 ports)

• Supports 4Q1T queuing or 1P3Q1T queuing

Q4 can be enabled as a Priority Queue
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Cisco Catalyst 2950 QoS Design 
Access-Layer Cisco Catalyst 2950 Design Options

AutoQoS – VoIP 
Model

IP Phone + PC + 
Scavenger (Basic) Model

Trusted-Endpoint
Model

TrustTrust--DSCPDSCP Global1P3Q1T
Queuing

Access-Edges
Uplinks to 

Distribution Layer
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!
wrr-queue bandwidth 10 20 70 1
wrr-queue cos-map 1 0 1
wrr-queue cos-map 2 2 4
wrr-queue cos-map 3 3 6 7
wrr-queue cos-map 4 5
mls qos map cos-dscp 0 8 16 26 32 46 48 56
!
!
interface FastEthernet0/1
mls qos trust device cisco-phone
mls qos trust cos
auto qos voip cisco-phone

!

Cisco Catalyst 2950 
AutoQoS VoIP Model Example

C2950(config-if)#auto qos voip cisco-phone

Options:

auto qos voip cisco-phone 
auto qos voip cisco-softphone
auto qos voip trust
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Cisco Catalyst 2950 QoS Design 
IP Phone + PC + Scavenger (Basic) Model for the Catalyst 2950

= 5 Mbps
Yes

No

= 1 Mbps
Yes

No

Trust and Transmit

Drop

Remark to DSCP CS1
and Transmit

Remark to DSCP 0
and Transmit

DVLAN
ANY

Yes

No

VVLAN
ANY

Yes
StartStart
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Cisco Catalyst 2950 QoS Design 
Queuing Design (1P3Q1T)

Q4
Priority Queue

1P3Q1T

Queue 1 (5%)CoS 1

Queue 3
(70%)

CoS 5

CoS 3

CoS 2

CoS 4

CoS 6

CoS 7

Queue 2Queue 2
(25%)(25%)CoS 0

Network Management

Call Signaling

Streaming Video

Transactional Data

Interactive Video

Voice

Application

Bulk Data

AF21

CS3

CS4

AF41

EF

CS2

AF11

Scavenger CS1

Best EffortBest Effort 00

Internetwork ControlInternetwork Control CS6CS6

Mission-Critical Data AF31

DSCP

Network ControlNetwork Control --

CoS 2

CoS 3

CoS 4

CoS 4

CoS 5

CoS 2

CoS 1

CoS 1

00

CoS 6CoS 6

CoS 3

CoS

CoS 7CoS 7
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Cisco Catalyst 2950 QoS Design 
Queuing Design (1P3Q1T)

CAT2950(config)#wrr-queue bandwidth 5 25 70 0  
! Q1 gets 5% BW, Q2 gets 25% BW, Q3 gets 70%, Q4 is PQ

CAT2950(config)#
CAT2950(config)#wrr-queue cos-map 1 1 ! Maps Scavenger/Bulk to Q1
CAT2950(config)#wrr-queue cos-map 2 0 ! Maps Best Effort to Q2
CAT2950(config)#wrr-queue cos-map 3 2 3 4 6 7 ! Maps CoS 2,3,4,6,7 to Q3
CAT2950(config)#wrr-queue cos-map 4 5 ! Maps VoIP to Q4 (PQ)
CAT2950(config)#
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CISCO CATALYST 3550 
QOS DESIGN

373737© 2004 Cisco Systems, Inc. All rights reserved.
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Catalyst 3550
QoS Design Considerations

• QoS disabled by default

• Full DSCP-range is supported 

• Classification can be done by trust states, standard and 
advanced IP ACLs, or MAC ACLs

• Per-Port/Per-VLAN policing is supported 

• Minimum policing granularity is 8 kbps

• Supports 4Q1T queuing or 1P3Q1T queuing on FE ports

Q4 can be enabled as a Priority Queue

• Supports 4Q2T queuing or 1P3Q2T queuing on GE ports

Drop thresholds can be tail drop or WRED
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Cisco Catalyst 3550 QoS Design
Access-Layer Cisco Catalyst 3550 QoS Design Options

Access-Edges

Uplinks to 
Distribution Layer

Trust-
DSCP
Trust-
DSCP

1P3Q2T
Queuing + 

WRED

1P3Q2T
Queuing + 

WRED

Enable QoS 
Globally

IP Phone + PC + 
Scavenger (Basic) Model

PC + SoftPhone + 
Scavenger Model

AutoQoS – VoIP 
Model

Trusted-Endpoint 
Model

1P3Q1T
Queuing

1P3Q1T
Queuing

1P3Q1T
Queuing

1P3Q1T
Queuing

1P3Q1T
Queuing

IP Phone + PC + 
Scavenger (Adv) Model
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Cisco Catalyst 3550 QoS Design
Distribution-Layer Cisco Catalyst 3550 QoS Design

Interswitch-Links

Trust-
DSCP
Trust-
DSCP

1P3Q2T
Queuing + 

WRED

1P3Q2T
Queuing + 

WRED

Enable QoS 
Globally
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Cisco Catalyst 3550 
AutoQoS VoIP Model Example

!
mls qos map policed-dscp  24 26 46 to 0
mls qos map cos-dscp 0 8 16 26 32 46 48 56
mls qos min-reserve 5 170
mls qos min-reserve 6 85
mls qos min-reserve 7 51
mls qos min-reserve 8 34
mls qos
!
!
class-map match-all AutoQoS-VoIP-RTP-Trust

match ip dscp 46
class-map match-all AutoQoS-VoIP-Control-Trust

match ip dscp 24 26
!
!
policy-map AutoQoS-Police-SoftPhone

class AutoQoS-VoIP-RTP-Trust
set ip dscp 46
police 320000 8000 exceed-action policed-dscp-transmit

class AutoQoS-VoIP-Control-Trust
set ip dscp 24
police 32000 8000 exceed-action policed-dscp-transmit

!
!
interface FastEthernet0/1
switchport mode dynamic desirable
auto qos voip cisco-softphone
wrr-queue bandwidth 10 20 70 1
wrr-queue min-reserve 1 5
wrr-queue min-reserve 2 6
wrr-queue min-reserve 3 7
wrr-queue min-reserve 4 8
wrr-queue cos-map 1 0 1
wrr-queue cos-map 2 2 4
wrr-queue cos-map 3 3 6 7
wrr-queue cos-map 4 5
priority-queue out
service-policy input AutoQoS-Police-SoftPhone

!

C3550(config-if)#auto qos voip cisco-softphone

Options:

auto qos voip cisco-phone 
auto qos voip cisco-softphone
auto qos voip trust
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Cisco Catalyst 3550 QoS Design
Queuing Design (1P3Q1T on FE and 1P3Q2T on GE)

Network Management

Call Signaling

Streaming Video

Transactional Data

Interactive Video

Voice

Application

Bulk Data

AF21

CS3

CS4

AF41

EF

CS2

AF11

Scavenger CS1

Best EffortBest Effort 00

Internetwork ControlInternetwork Control CS6CS6

Mission-Critical Data AF31

DSCP

Network ControlNetwork Control --

CoS 2

CoS 3

CoS 4

CoS 4

CoS 5

CoS 2

CoS 1

CoS 1

00

CoS 6CoS 6

CoS 3

CoS

CoS 7CoS 7
Q4

Priority Queue

1P3Q2T

Queue 1 (5%)
CoS 1

Queue 3
(70%)

CoS 5

CoS 3

CoS 2

CoS 4

CoS 6

CoS 7

Queue 2Queue 2
(25%)(25%)CoS 0

Q3T2

Q3T1

Q1T2

Q1T1
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Cisco Catalyst 3550 QoS Design 
Queuing Design (1P3Q1T for FE Interfaces)

CAT3550(config)#interface range FastEthernet0/1 - 48
CAT3550(config-if)# wrr-queue bandwidth 5 25 70 1

! Q1 gets 5 BW%, Q2 gets 25% BW, Q3 gets 70% BW, Q4 is PQ

CAT3550(config-if)# wrr-queue cos-map 1 1 ! Maps Scavenger/Bulk to Q1
CAT3550(config-if)# wrr-queue cos-map 2 0 ! Maps Best Effort to Q2
CAT3550(config-if)# wrr-queue cos-map 3 2 3 4 6 7   ! Maps CoS 2,3,4,6,7 to Q3
CAT3550(config-if)# wrr-queue cos-map 4 5 ! Maps VoIP to Q4 (PQ)
CAT3550(config-if)# priority-queue out ! Enables Q4 as PQ
CAT3550(config-if)#exit
CAT3550(config)#
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Cisco Catalyst 3550 QoS Design 
Queuing Design (1P3Q2T for GE Interfaces)

CAT3550(config)#interface range GigabitEthernet 0/1 – 2
CAT3550(config-if-range)# wrr-queue bandwidth 5 25 70 1 

! Q1 gets 5% BW, Q2 gets 25% BW, Q3 gets 70% BW, Q4 is the PQ
CAT3550(config-if-range)# wrr-queue queue-limit 5 25 40 30

! Tunes buffers to 5% for Q1, 25% for Q2, 40% for Q3 and 30% for Q4

CAT3550(config-if-range)# wrr-queue random-detect max-threshold 1 40 100
! Sets Q1 WRED threshold 1 to 40% and threshold 2 to 100%

CAT3550(config-if-range)# wrr-queue random-detect max-threshold 2 80 100
! Sets Q2 WRED threshold 1 to 80% and threshold 2 to 100%

CAT3550(config-if-range)# wrr-queue random-detect max-threshold 3 80 100
! Sets Q3 WRED threshold 1 to 80% and threshold 2 to 100%

CAT3550(config-if)# wrr-queue cos-map 1 1 ! Maps Scavenger/Bulk to Q1
CAT3550(config-if)# wrr-queue cos-map 2 0 ! Maps Best Effort to Q2
CAT3550(config-if)# wrr-queue cos-map 3 2 3 4 6 7 ! Maps CoS 2,3,4,6,7 to Q3
CAT3550(config-if)# wrr-queue cos-map 4 5 ! Assigns VoIP to Q4 (PQ)
CAT3550(config-if-range)# wrr-queue dscp-map 2 10 12 14 48 56

! Maps Bulk (10/12/14), Routing (48) and Spanning Tree (Internal DSCP 56) 
! to WRED threshold 2 of their respective queues;
! All other DSCP values are mapped (by default) to WRED threshold 1
! of their respective queues

CAT3550(config-if)# priority-queue out ! Enables Q4 as PQ
CAT3550(config-if-range)#end
CAT3550#
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CISCO CATALYST 
2970/3560/3750 
QOS DESIGN

454545© 2004 Cisco Systems, Inc. All rights reserved.
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Catalyst 2970/3560/3750
QoS Design Considerations

• QoS disabled by default

• Full DSCP-range is supported 

• Classification can be done by trust states, standard and 
advanced IP ACLs, or MAC ACLs

• Supports classification, marking & policing by port or by 
Switched Virtual Interface (SVI) via hierarchical class maps 

• Minimum policing granularity is 8 kbps

• Supports 4Q3T queuing or 1P3Q3T queuing
Q1 can be configured as a Priority Queue

Queues can operate in Shaped or Sharing modes

Each interface can be assigned to one of two queue-sets

Congestion Avoidance algorithm is Weighted Tail Drop (WTD)
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Cisco Catalyst 2970/3560/3750 QoS Design 
Access-Layer Cisco Catalyst 2970/3560/3750 QoS Design Options

Access-Edges

Uplinks to 
Distribution Layer

Trust-
DSCP
Trust-
DSCP

1P3Q3T
Queuing + 

WTD

1P3Q3T
Queuing + 

WTD

Enable QoS 
Globally

IP Phone + PC + 
Scavenger (Basic) Model

PC + SoftPhone + 
Scavenger Model

AutoQoS – VoIP 
Model

Trusted-Endpoint 
Model

IP Phone + PC + 
Scavenger (Adv) Model

1P3Q3T
Queuing + WTD

1P3Q3T
Queuing + WTD

1P3Q3T
Queuing + WTD

1P3Q3T
Queuing + WTD

1P3Q3T
Queuing + WTD
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Cisco Catalyst 2970/3560/3750 
AutoQoS VoIP Model Example

!
mls qos map cos-dscp 0 8 16 26 32 46 48 56
mls qos srr-queue output cos-map queue 1 threshold 3  5
mls qos srr-queue output cos-map queue 2 threshold 3  3 6 7
mls qos srr-queue output cos-map queue 3 threshold 3  2 4
mls qos srr-queue output cos-map queue 4 threshold 2  1
mls qos srr-queue output cos-map queue 4 threshold 3  0
mls qos srr-queue output dscp-map queue 1 threshold 3  40 41 42 43 44 45 46 47
mls qos srr-queue output dscp-map queue 2 threshold 3  24 25 26 27 28 29 30 31
mls qos srr-queue output dscp-map queue 2 threshold 3  48 49 50 51 52 53 54 55
mls qos srr-queue output dscp-map queue 2 threshold 3  56 57 58 59 60 61 62 63
mls qos srr-queue output dscp-map queue 3 threshold 3  16 17 18 19 20 21 22 23
mls qos srr-queue output dscp-map queue 3 threshold 3  32 33 34 35 36 37 38 39
mls qos srr-queue output dscp-map queue 4 threshold 1  8
mls qos srr-queue output dscp-map queue 4 threshold 2  9 10 11 12 13 14 15
mls qos srr-queue output dscp-map queue 4 threshold 3  0 1 2 3 4 5 6 7
mls qos queue-set output 1 threshold 1 138 138 92 138
mls qos queue-set output 1 threshold 2 138 138 92 400
mls qos queue-set output 1 threshold 3 36 77 100 318
mls qos queue-set output 1 threshold 4 20 50 67 400
mls qos queue-set output 2 threshold 1 149 149 100 149
mls qos queue-set output 2 threshold 2 118 118 100 235
mls qos queue-set output 2 threshold 3 41 68 100 272
mls qos queue-set output 2 threshold 4 42 72 100 242
mls qos queue-set output 1 buffers 10 10 26 54
mls qos queue-set output 2 buffers 16 6 17 61
mls qos
!
!
interface GigabitEthernet0/1
srr-queue bandwidth share 10 10 60 20
srr-queue bandwidth shape  10  0  0  0
queue-set 2
mls qos trust device cisco-phone
mls qos trust cos
auto qos voip cisco-phone

!

CAT2970(config-if)#auto qos voip cisco-phone

Options:

auto qos voip cisco-phone 
auto qos voip cisco-softphone
auto qos voip trust
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Cisco Catalyst 2970/3560/3750 QoS Design 
Queuing Design (1P3Q3T)
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Cisco Catalyst 2970/3560/3750 QoS Design 
Queuing Design (1P3Q3T): Part 1

CAT2970(config)#mls qos srr-queue output cos-map queue 1 threshold 3  5
! Maps CoS 5 to Queue 1 Threshold 3 (Voice gets all of Queue 1)

CAT2970(config)#mls qos srr-queue output cos-map queue 2 threshold 1  2 4
! Maps CoS 2 and CoS 4 to Queue 2 Threshold 1

CAT2970(config)#mls qos srr-queue output cos-map queue 2 threshold 2  3
! Maps CoS 3 to Queue 2 Threshold 2

CAT2970(config)#mls qos srr-queue output cos-map queue 2 threshold 3  6 7
! Maps CoS 6 and CoS 7 to Queue 2 Threshold 3

CAT2970(config)#mls qos srr-queue output cos-map queue 3 threshold 3  0
! Maps CoS 0 to Queue 3 Threshold 3 (Best Efforts gets all of Q3)

CAT2970(config)#mls qos srr-queue output cos-map queue 4 threshold 3  1
! Maps CoS1 to Queue 4 Threshold 3 (Scavenger/Bulk gets all of Q4)

CAT2970(config)#
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Cisco Catalyst 2970/3560/3750 QoS Design 
Queuing Design (1P3Q3T): Part 2

CAT2970(config)#mls qos srr-queue output dscp-map queue 1 threshold 3  46
! Maps DSCP EF (Voice) to Queue 1 Threshold 3

CAT2970(config)#mls qos srr-queue output dscp-map queue 2 threshold 1  16
! Maps DSCP CS2 (Network Management) to Queue 2 Threshold 1

CAT2970(config)#mls qos srr-queue output dscp-map queue 2 threshold 1  18 20 22
! Maps DSCP AF21, AF22, AF23 (Transactional Data) to Queue 2 Threshold 1

CAT2970(config)#mls qos srr-queue output dscp-map queue 2 threshold 1  26
! Maps DSCP AF31 (Mission-Critical Data) to Queue 2 Threshold 1

CAT2970(config)#mls qos srr-queue output dscp-map queue 2 threshold 1  32
! Maps DSCP CS4 (Streaming Video) to Queue 2 Threshold 1

CAT2970(config)#mls qos srr-queue output dscp-map queue 2 threshold 1  34 36 38
! Maps DSCP AF41, AF42, AF43 (Interactive-Video) to Queue 2 Threshold 1

CAT2970(config)#mls qos srr-queue output dscp-map queue 2 threshold 2  24
! Maps DSCP CS3 (Call-Signaling) to Queue 2 Threshold 2

CAT2970(config)#mls qos srr-queue output dscp-map queue 2 threshold 3  48 56
! Maps DSCP CS6 and CS7 (Network/Internetwork) to Queue 2 Threshold 3

CAT2970(config)#mls qos srr-queue output dscp-map queue 3 threshold 3  0
! Maps DSCP 0 (Best Effort) to Queue 3 Threshold 3

CAT2970(config)#mls qos srr-queue output dscp-map queue 4 threshold 1  8
! Maps DSCP CS1 (Scavenger) to Queue 4 Threshold 1

CAT2970(config)#mls qos srr-queue output dscp-map queue 4 threshold 3  10 12 14
! Maps DSCP AF11, AF12, AF13 (Bulk Data) to Queue 4 Threshold 3

CAT2970(config)#
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CISCO CATALYST 4500 
(SUPII+ through SUP V)
QOS DESIGN
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Catalyst 4500 (Sup II+ through Sup V)
QoS Design Considerations

• QoS disabled by default
• Full DSCP-range is supported 
• Classification can be done by trust states, standard and advanced IP 

ACLs, or MAC ACLs
• No “mls” prefix in command syntax
• Policing rates can use ‘k’, ‘m’ or ‘g’ for kbps, mbps or gbps
• Supports per-port/per-VLAN policing

• SupV-10GE supports user-based rate limiting and hierarchical 
policing

• Minimum policing granularity is 8 kbps

• Supports 4Q1T queuing or 1P3Q1T queuing
Q3 can be configured as a Priority Queue

DSCP values can be mapped to queues

Supports bandwidth allocation and shaping on certain linecards

Congestion Avoidance algorithm is Dynamic Buffer Limiting (DBL)
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Cisco Catalyst 4500 QoS Design
Access-Layer Cisco Catalyst 4500 QoS Design Options

Access-Edges

Uplinks to 
Distribution Layer

Trust-
DSCP
Trust-
DSCP

1P3Q1T
Queuing + 

DBL

1P3Q1T
Queuing + 

DBL

Enable QoS 
Globally

IP Phone + PC + 
Scavenger (Basic) Model

PC + SoftPhone + 
Scavenger Model

AutoQoS - VoIP
Model

Trusted-Endpoint 
Model

IP Phone + PC + 
Scavenger (Adv) Model

1P3Q1T
Queuing + DBL

1P3Q1T
Queuing + DBL

1P3Q1T
Queuing + DBL

1P3Q1T
Queuing + DBL

1P3Q1T
Queuing + DBL
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Cisco Catalyst 4500 QoS Design
Distribution and/or Core-Layer Cisco Catalyst 4500 QoS Design

Interswitch-Links

Trust-
DSCP
Trust-
DSCP

1P3Q1T
Queuing + 

DBL

1P3Q1T
Queuing + 

DBL

Enable QoS 
Globally
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Cisco Catalyst 4500
AutoQoS – VoIP Model

!
qos 
qos dbl 
qos map cos 3 to 26 
qos map cos 5 to 46 
qos map dscp 24 25 26 27 28 29 30 31 to tx-queue 4 
qos map dscp 32 33 34 35 36 37 38 39 to tx-queue 4 
!
policy-map autoqos-voip-policy
class class-default 
dbl 

!
Interface GigabitEthernet0/1
qos trust device cisco-phone 
qos trust cos
tx-queue 3 
priority high 
shape percent 33 
bandwidth percent 33 

!

CAT4500(config-if)#auto qos voip cisco-phone

Options:

auto qos voip cisco-phone
auto qos voip trust
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Cisco Catalyst 4500 QoS Design 
Queuing Design (1P3Q1T + DBL)
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Cisco Catalyst 4500 QoS Design 
Queuing Design (1P3Q1T + DBL): Part 1

CAT4500-SUP4(config)#qos dbl
! Globally enables DBL

CAT4500-SUP4(config)#qos dbl exceed-action ecn
! Optional: Enables DBL to mark RFC 3168 ECN bits in the IP ToS Byte

CAT4500-SUP4(config)#
CAT4500-SUP4(config)#qos map dscp 0 to tx-queue 2

! Maps DSCP 0 (Best Effort) to Q2
CAT4500-SUP4(config)#qos map dscp 8 10 12 14 to tx-queue 1

! Maps DSCP CS1 (Scavenger) and AF11/AF12/AF13 (Bulk) to Q1
CAT4500-SUP4(config)#qos map dscp 16 18 20 22 to tx-queue 4

! Maps DSCP CS2 (Net-Mgmt) and AF21/AF22/AF23 (Transactional) to Q4
CAT4500-SUP4(config)#qos map dscp 24 26 28 30 to tx-queue 4

! Maps DSCP CS3 (Call-Signaling) and AF31/AF32/AF33 (MC Data) to Q4
CAT4500-SUP4(config)#qos map dscp 32 34 36 38 to tx-queue 4

! Maps DSCP CS4 (Str-Video) and AF41/AF42/AF43 (Int-Video) to Q4
CAT4500-SUP4(config)#qos map dscp 46 to tx-queue 3

! Maps DSCP EF (VoIP) to Q3 (PQ)
CAT4500-SUP4(config)#qos map dscp 48 56 to tx-queue 4

! Maps DSCP CS6 (Internetwork) and CS7 (Network) Control to Q4
CAT4500-SUP4(config)#
CAT4500-SUP4(config)#policy-map DBL
CAT4500-SUP4(config-pmap)#class class-default
CAT4500-SUP4(config-pmap-c)# dbl ! Enables DBL on all traffic flows
CAT4500-SUP4(config-pmap-c)# exit
CAT4500-SUP4(config-pmap)#exit
CAT4500-SUP4(config)#
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Cisco Catalyst 4500 QoS Design 
Queuing Design (1P3Q1T + DBL): Part 2 (FE + GE)

CAT4500-SUP4(config)#interface range FastEthernet2/1 - 48
CAT4500-SUP4(config-if-range)# service-policy output DBL
CAT4500-SUP4(config-if-range)# tx-queue 3
CAT4500-SUP4(config-if-tx-queue)# priority high ! Enables Q3 as PQ
CAT4500-SUP4(config-if-tx-queue)# shape percent 30 ! Shapes PQ to 30%
CAT4500-SUP4(config-if-tx-queue)# exit
CAT4500-SUP4(config-if-range)#exit
CAT4500-SUP4(config)#

CAT4500-SUP4(config)#interface range GigabitEthernet1/1 - 2
CAT4500-SUP4(config-if-range)# service-policy output DBL
CAT4500-SUP4(config-if-range)# tx-queue 1
CAT4500-SUP4(config-if-tx-queue)# bandwidth percent 5 ! Q1 gets 5%
CAT4500-SUP4(config-if-tx-queue)# tx-queue 2
CAT4500-SUP4(config-if-tx-queue)# bandwidth percent 25 ! Q2 gets 25%
CAT4500-SUP4(config-if-tx-queue)# tx-queue 3
CAT4500-SUP4(config-if-tx-queue)# priority high ! Enables Q3 as PQ
CAT4500-SUP4(config-if-tx-queue)# bandwidth percent 30 ! PQ gets 30%
CAT4500-SUP4(config-if-tx-queue)# shape percent 30 ! Shapes PQ to 30%
CAT4500-SUP4(config-if-tx-queue)# tx-queue 4
CAT4500-SUP4(config-if-tx-queue)# bandwidth percent 40 ! Q4 gets 40%
CAT4500-SUP4(config-if-tx-queue)#end
CAT4500-SUP4#
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CISCO CATALYST 6500-PFC2/PFC3
ACCESS-LAYER QOS DESIGN
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Catalyst 6500 (PFC2/PFC3)
QoS Design Considerations

• QoS disabled by default

• Configuration may be CatOS or IOS 

IOS does not (yet) support Conditional Trust or AutoQoS

• Classification can be done by trust states, standard and 
advanced IP ACLs, or MAC ACLs

• PFC3 supports per-user microflow policing and control plane 
policing (Sup720 & Sup32)

• Linecards determine queuing structure

2Q2T

1P2Q1T 1P2Q2T

1P3Q1T 1P3Q8T

1P1Q8T
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Cisco Catalyst 6500 QoS Design
Access-Layer Cisco Catalyst 6500 QoS Design Options
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GloballyGlobally--DefinedDefined

LinecardLinecard--DependantDependant
Queuing + DroppingQueuing + Dropping

IP Phone + PC + 
Scavenger (Basic) Model

PC + SoftPhone + 
Scavenger Model

AutoQoS – VoIP 
Model (CatOS Only)

Trusted-Endpoint 
Model

IP Phone + PC +
Scavenger (Adv) Model

Enable QoS 
Globally Trust-

DSCP
Trust-
DSCP
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Cisco Catalyst 6500 QoS Design
Distribution and/or Core-Layer (Cisco IOS) Cisco Catalyst 6500 QoS Design

Uplinks from Access-Layer Only

Distribution Layer:

Core Layer:
Interswitch-Links

InterfaceInterface--GroupGroup
LinecardLinecard--DependantDependant
Queuing + DroppingQueuing + Dropping

Enable
QoS 

Globally

Optional (PFC3 Only):Optional (PFC3 Only):
PerPer--User Microflow User Microflow 

PolicingPolicing

TrustTrust--
DSCPDSCP

InterfaceInterface--GroupGroup
LinecardLinecard--DependantDependant
Queuing + DroppingQueuing + Dropping

Enable
QoS 

Globally

TrustTrust--
DSCPDSCP

Interswitch-Links
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Cisco Catalyst 6500 
AutoQoS VoIP (CatOS Only)

Options: 
autoqos voip cisco-phone  
autoqos voip ciscosoftphone
auto qos voip trust

set qos enable
set qos map 2q2t tx 2 1 cos 1
set qos map 2q2t tx 2 1 cos 2
set qos map 2q2t tx 2 1 cos 3
set qos map 2q2t tx 2 2 cos 5
set qos drop-threshold 2q2t tx queue 1 100 100
…
set qos cos-dscp-map 0 10 18 26 34 46 48 56
set qos ipprec-dscp-map 0 10 18 26 34 46 48 56
set qos policed-dscp-map 0,26,46:0
set qos policed-dscp-map 1:1
…
set qos policed-dscp-map 63:63
clear qos acl all
#ACL_IP-PHONES
set qos acl ip ACL_IP-PHONES trust-cos ip any any
#
commit qos acl all
!
set vlan 100  3/1
set port qos  3/1 trust-device ciscoipphone
set trunk 3/1  off negotiate 1-1005,1025-4094
set spantree portfast    3/1 enable
set port qos 3/1 trust trust-cos
set qos acl map ACL_IP-PHONES 3/1
set port qos 3/1-48 policy-source local
set port channel 3/1 mode off

set qos autoqos
set port qos 3/1 autoqos voip ciscoipphone
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CISCO CATALYST 
6500-PFC2/PFC3
LINECARD 
QUEUING DESIGN
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Cisco Catalyst 6500 QoS Design
Queuing Structures by Linecard

128KB per Port2Q2T1Q4T
Catalyst 6500 48-Port 10/100 Inline Power 
RJ-45 Module

WS-X6348-RJ45V

128KB per Port2Q2T1Q4T
Catalyst 6500 48-Port 10/100 RJ-45 Module 
(Upgradable to Voice)

WS-X6348-RJ-45

128KB per Port2Q2T1Q4T
Catalyst 6000 48-Port 10/100 Inline Power 
RJ-21 Module

WS-X6348-RJ21V

128KB per Port2Q2T1Q4TCatalyst 6000 48-Port 10/100 RJ-21 ModuleWS-X6348-RJ-21

128KB per Port2Q2T1Q4T
Catalyst 6000 24-Port 100FX MT-RJ  SMF 
Module (with Enhanced QoS)

WS-X6324-100FX-SM

128KB per Port2Q2T1Q4T
Catalyst 6000 24-Port 100FX MT-RJ MMF 
Module (with Enhanced QoS)

WS-X6324-100FX-MM

512KB per Port1P2Q2T1P1Q4T
Catalyst 6000 16-Port 1000TX GigabitEthernet 
RJ-45 Module

WS-X6316-GE-TX

1MB per 8 Ports1P2Q2T1Q2T
Catalyst 6500 48-Port 10/100/1000 Inline Power 
RJ-45 Module 

WS-X6148V-GE-TX

1MB per 8 Ports1P2Q2T1Q2T
Catalyst 6500 48-Port 10/100/1000 RJ-45 
Module

WS-X6148-GE-TX

128KB per Port2Q2T1Q4T
Catalyst 6500 48-Port 10/100 Inline Power 
RJ-45 Module

WS-X6148-RJ45V

128KB per Port2Q2T1Q4T
Catalyst 6500 48-Port 10/100; RJ-45 Module 
(Upgradable to Voice)

WS-X6148-RJ45

128KB per Port2Q2T1Q4T
Catalyst 6500 48-Port 10/100 Inline Power 
RJ-21 Module

WS-X6148-RJ21V

128KB per Port2Q2T1Q4T
Catalyst 6500 48-Port 10/100  RJ-21 Module 
(Upgradable to Voice)

WS-X6148-RJ21

64KB per Port2Q2T1Q4TCatalyst 6000 24-Port 10BaseFL MT-RJ ModuleWS-X6024-10FL-MT

Buffer Size
Tx 

Queuing
Rx 

Queuing
Description

Classic/CEF256 Ethernet 
Modules
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Cisco Catalyst 6500 QoS Design
Queuing Structures by Linecard

512KB per Port1P2Q2T1P1Q4T
Catalyst 6500 16-Port GigabitEthernet Module 
(Fabric-Enabled; Requires GBICs)

WS-X6816-GBIC

1MB per 8 Ports1P2Q2T1Q2T
Catalyst 6500 48-Port 10/100/1000 RJ-45 Module 
(Fabric-Enabled)

WS-X6548-GE-TX

1MB per 8 Ports1P2Q2T1Q2T
Catalyst 6500 48-Port 10/100/1000 Inline Power 
RJ-45 Module (Fabric-Enabled)

WS-X6548V-GE-TX

1MB per Port1P3Q1T1P1Q0T
Catalyst 6500 48-Port 10/100 RJ-45 Module 
(Crossbar-Enabled)

WS-X6548-RJ-45

1MB per Port1P3Q1T1P1Q0T
Catalyst 6500 48-Port 10/100 RJ-21 Module 
(Fabric-Enabled)

WS-X6548-RJ-21

1MB per Port1P3Q1T1P1Q0T
Catalyst 6500 24-Port 100FX MT-RJ Module 
(Fabric-Enabled)

WS-X6524-100FX-MM

512KB per Port1P2Q2T1P1Q4T
Catalyst 6500 16-Port GigabitEthernet Copper 
Module; (Crossbar-Enabled)

WS-X6516-GE-TX

512KB per Port1P2Q2T1P1Q4T
Catalyst 6500 16-Port GigabitEthernet Module 
(Fabric-Enabled; Requires GBICs)

WS-X6516-GBIC

1MB per Port1P2Q2T1P1Q4T
Catalyst 6500 16-Port GigabitEthernet Module 
(Fabric-Enabled; Requires GBICs)

WS-X6516A-GBIC

64MB per Port1P2Q1T1P1Q8T
Catalyst 6500 10 GigabitEthernet Base Module 
(Requires OIM)

WS-X6502-10GE

64MB per Port1P2Q1T1P1Q8TPort 10 GigabitEthernet Module WS-X6501-10GEX4

512KB per Port1P2Q2T1P1Q4T
Catalyst 6000 16-Port GigabitEthernet MT-RJ 
Module 

WS-X6416-GE-MT

512KB per Port1P2Q2T1P1Q4T
Catalyst 6000 16-Port GigabitEthernet Module 
(Requires GBICs)

WS-X6416-GBIC

512KB per Port1P2Q2T1P1Q4T
Catalyst 6000 8 Port GigabitEthernet Module 
(with Enhanced QoS; Requires GBICs)

WS-X6408A-GBIC

Buffer Size
Tx 

Queuing
Rx QueuingDescription

Classic/CEF256 Ethernet 
Modules
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Cisco Catalyst 6500 QoS Design
Queuing Structures by Linecard

1MB per Port1P3Q8T
1Q8T;

(2Q8T with DFC3a)
Catalyst 6500 48-Port GigabitEthernet SFP 
Module

WS-X6748-SFP

1MB per Port1P3Q8T
1Q8T;

(2Q8T with DFC3a)
Catalyst 6500 48-Port 10/100/1000 RJ-45 
Module

WS-X6748-GE-TX

1MB per Port1P3Q8T
1Q8T;

(2Q8T with DFC3a)
Catalyst 6500 24-Port GigabitEthernet SFP 
Module

WS-X6724-SFP

16MB per Port1P7Q8T
1Q8T 

(8Q8T with DFC3a)
Catalyst 6500 4-Port 10 GigabitEthernet 
Module

WS-X6704-10GE

Buffer SizeTx-QueuingRx-QueuingDescriptionC2 (xCEF720) Modules
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Cisco Catalyst 6500 QoS Design 
Queuing Design (2Q2T: Cisco Catalyst OS)

CAT6500-PFC2-CATOS> (enable) set qos txq-ratio 2q2t 30 70
! Sets the buffer allocations to 30% for Q1 and 70% for Q2

CAT6500-PFC2-CATOS> (enable) set qos wrr 2q2t 30 70
! Sets the WRR weights for 30:70 (Q1:Q2) bandwidth servicing

CAT6500-PFC2-CATOS> (enable)

CAT6500-PFC2-CATOS> (enable) set qos drop-threshold 2q2t tx queue 1 40 100
! Sets Q1T1 to 40% to limit Scavenger/Bulk within Q1

CAT6500-PFC2-CATOS> (enable) set qos drop-threshold 2q2t tx queue 2 80 100
! Sets Q2T1 to 80% to always have room in Q2 for VoIP

CAT6500-PFC2-CATOS> (enable)

CAT6500-PFC2-CATOS> (enable) set qos map 2q2t tx 1 1 cos 1
! Maps Scavenger/Bulk to Q1T1

CAT6500-PFC2-CATOS> (enable) set qos map 2q2t tx 1 2 cos 0
! Maps Best Effort to Q1T2

CAT6500-PFC2-CATOS> (enable) set qos map 2q2t tx 2 1 cos 2,3,4,6,7
! Maps CoS 2,3,4,6 and 7 to Q2T1

CAT6500-PFC2-CATOS> (enable) set qos map 2q2t tx 2 2 cos 5
! Maps VoIP to Q2T2

CAT6500-PFC2-CATOS> (enable)
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Cisco Catalyst 6500 QoS Design 
Queuing Design (2Q2T: Cisco IOS)

CAT6500-PFC3-IOS(config)# interface range FastEthernet6/1 - 48
CAT6500-PFC3-IOS(config-if)# wrr-queue queue-limit 30 70

! Sets the buffer allocations to 30% for Q1 and 70% for Q2
CAT6500-PFC3-IOS(config-if)# wrr-queue bandwidth 30 70

! Sets the WRR weights for 30:70 (Q1:Q2) bandwidth servicing
CAT6500-PFC3-IOS(config-if)#

CAT6500-PFC3-IOS(config-if)# wrr-queue threshold 1 40 100
! Sets Q1T1 to 40% to limit Scavenger/Bulk within Q1

CAT6500-PFC3-IOS(config-if)# wrr-queue threshold 2 80 100
! Sets Q2T1 to 80% to always have room in Q2 for VoIP

CAT6500-PFC3-IOS(config-if)#

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 1 1 1
! Maps Scavenger/Bulk to Q1T1

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 1 2 0
! Maps Best Effort to Q1T2

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 2 1 2 3 4 6 7
! Maps CoS 2,3,4,6 and 7 to Q2T1

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 2 2 5
! Maps VoIP to Q2T2

CAT6500-PFC3-IOS(config-if)#end
CAT6500-PFC3-IOS#
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P2Q1T: Cisco Catalyst OS)

CAT6500-PFC2-CATOS> (enable) set qos txq-ratio 1p2q1t 40 30 30
! Allocates buffers: 40% for Q1, 30% for Q2, 30% for Q3 (PQ)

CAT6500-PFC2-CATOS> (enable) set qos wrr 1p2q1t 30 70
! Sets the WRR weights for 30:70 (Q1:Q2) bandwidth servicing

CAT6500-PFC2-CATOS> (enable)

CAT6500-PFC2-CATOS> (enable) set qos wred 1p2q1t tx queue 1 40:80
! Sets Q1 WRED Threshold to 40:80 to limit Scavenger/Bulk within Q1

CAT6500-PFC2-CATOS> (enable) set qos wred 1p2q1t tx queue 2 70:80
! Sets Q2 WRED Threshold to 70:80 to force room for Network Control traffic

CAT6500-PFC2-CATOS> (enable)

CAT6500-PFC2-CATOS> (enable) set qos map 1p2q1t tx 1 1 cos 1
! Maps Scavenger/Bulk to Q1 WRED Threshold

CAT6500-PFC2-CATOS> (enable) set qos map 1p2q1t tx 1 cos 0
! Maps Best Effort to Q1 tail (100%) threshold

CAT6500-PFC2-CATOS> (enable) set qos map 1p2q1t tx 2 1 cos 2,3,4
! Maps CoS 2,3,4 to Q2 WRED Threshold

CAT6500-PFC2-CATOS> (enable) set qos map 1p2q1t tx 2 cos 6,7
! Maps Network/Internetwork Control to Q2 tail (100%) threshold

CAT6500-PFC2-CATOS> (enable) set qos map 1p2q1t tx 3 cos 5
! Maps VoIP to PQ (Q3)

CAT6500-PFC2-CATOS> (enable)
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P2Q1T: Cisco IOS)

CAT6500-PFC3-IOS(config)#interface TenGigabitEthernet1/1
CAT6500-PFC3-IOS(config-if)# wrr-queue queue-limit 40 30

! Sets the buffer allocations to 30% for Q1 and 40% for Q2
CAT6500-PFC3-IOS(config-if)# wrr-queue bandwidth 30 70

! Sets the WRR weights for 30:70 (Q1:Q2) bandwidth servicing
CAT6500-PFC3-IOS(config-if)#

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect min-threshold 1 80
! Sets Min WRED Threshold for Q1T1 to 80%

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect max-threshold 1 100
! Sets Max WRED Threshold for Q1T1 to 100%

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect min-threshold 2 80
! Sets Min WRED Threshold for Q2T1 to 80%

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect max-threshold 2 100
! Sets Max WRED Threshold for Q2T1 to 100%

CAT6500-PFC3-IOS(config-if)#

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 1 1 1 0
! Maps Scavenger/Bulk and Best Effort to Q1 WRED Threshold 1

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 2 1 2 3 4 6 7
! Maps CoS 2,3,4,6 and 7 to Q2 WRED Threshold 1

CAT6500-PFC3-IOS(config-if)# priority-queue cos-map 1 5
! Assigns VoIP to PQ (Q3)

CAT6500-PFC3-IOS(config-if)#end
CAT6500-PFC3-IOS(config-if)#
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CISCO CATALYST 6500 (PFC3)
PER-USER MICROFLOW POLICING
& CONTROL PLANE POLICING

757575© 2004 Cisco Systems, Inc. All rights reserved.
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C6500 (PFC3) QoS Design
PFC3 Per-User Microflow Policing: Part 1

CAT6500-PFC3-IOS(config)#mls qos map policed-dscp normal 0 24 26 34 36 to 8
! Excess traffic marked 0,CS3,AF31,AF41 or AF42 will be remarked to CS1

CAT6500-PFC3-IOS(config)#class-map match-all VOIP
CAT6500-PFC3-IOS(config-cmap)#  match ip dscp ef
CAT6500-PFC3-IOS(config-cmap)#class-map match-all INTERACTIVE-VIDEO
CAT6500-PFC3-IOS(config-cmap)#  match ip dscp af41 af42
CAT6500-PFC3-IOS(config-cmap)#class-map match-all CALL-SIGNALING
CAT6500-PFC3-IOS(config-cmap)#  match ip dscp cs3 af31
CAT6500-PFC3-IOS(config-cmap)#class-map match-all BEST-EFFORT
CAT6500-PFC3-IOS(config-cmap)#  match ip dscp 0

Distribution-Layer
Catalyst 6500 Sup720
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C6500 (PFC3) QoS Design
PFC3 Per-User Microflow Policing: Part 2

CAT6500-PFC3-IOS(config-cmap)#policy-map PER-USER-POLICING
CAT6500-PFC3-IOS(config-pmap)#  class VOIP
CAT6500-PFC3-I(config-pmap-c)# police flow mask src-only 128000 8000

conform-action transmit exceed-action drop
! No source can send more than 128k worth of DSCP EF traffic

CAT6500-PFC3-I(config-pmap-c)#  class INTERACTIVE-VIDEO
CAT6500-PFC3-I(config-pmap-c)# police flow mask src-only 500000 8000

conform-action transmit exceed-action policed-dscp-transmit
! Excess IP/VC traffic from any source is marked down to CS1

CAT6500-PFC3-I(config-pmap-c)#  class CALL-SIGNALING
CAT6500-PFC3-I(config-pmap-c)# police flow mask src-only 32000 8000

conform-action transmit exceed-action policed-dscp-transmit
! Excess Call-Signaling traffic from any source is marked down to CS1

CAT6500-PFC3-I(config-pmap-c)#  class BEST-EFFORT
CAT6500-PFC3-I(config-pmap-c)# police flow mask src-only 5000000 8000

conform-action transmit exceed-action policed-dscp-transmit
! Excess PC Data traffic from any source is marked down to CS1

CAT6500-PFC3-I(config-pmap-c)#  exit

Distribution-Layer
Catalyst 6500 Sup720
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C6500 (PFC3) QoS Design
PFC3 Per-User Microflow Policing: Part 3

CAT6500-PFC3-IOS(config)#
CAT6500-PFC3-IOS(config)#interface range GigabitEthernet4/1 - 4
CAT6500-PFC3(config-if-range)# mls qos trust dscp
CAT6500-PFC3(config-if-range)# service-policy input PER-USER-POLICING

! Attaches Per-User Microflow policing policy to Uplinks from Access
CAT6500-PFC3(config-if-range)#end
CAT6500-PFC3-IOS#

Distribution-Layer
Catalyst 6500 Sup720
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C6500 (PFC3) QoS Design
C6500 Control Plane Policing Implementation – Part 1
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C6500 (PFC3) QoS Design
C6500 Control Plane Policing Implementation – Part 2
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CEF Receive

ICMP No Route
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ARP packetsCEF Glean
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C6500 (PFC3) QoS Design
What CPU Rate Limiters are Available?
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There are 4 steps:

1. Define a packet classification criteria
router(config)# class-map <traffic_class_name>
router(config-cmap)# match <access-group>

2. Define a service policy
router(config-pmap)# policy-map<service_policy_name>
router(config-pmap)# class <traffic_class_name>
router(config-pmap)# police <rate> conform-action transmit 

exceed-action drop

3. Enter control-plane configuration mode
router(config)# control-plane
router(config-cp)#

4. Apply QoS Policy
router(config-cp)# service-policy [input| output] <service_policy_name>

There are 4 steps:

1. Define a packet classification criteria
router(config)# class-map <traffic_class_name>
router(config-cmap)# match <access-group>

2. Define a service policy
router(config-pmap)# policy-map<service_policy_name>
router(config-pmap)# class <traffic_class_name>
router(config-pmap)# police <rate> conform-action transmit 

exceed-action drop

3. Enter control-plane configuration mode
router(config)# control-plane
router(config-cp)#

4. Apply QoS Policy
router(config-cp)# service-policy [input| output] <service_policy_name>

C6500 (PFC3) QoS Design
Configuring Control Plane Policing



838383© 2005 Cisco Systems, Inc. All rights reserved.RST-2501

C6500 (PFC3) QoS Design
CPP Deployment Guide

• Explicitly allow needed, known critical protocols such as BGP and 
EIGRP

Conform and exceed action à transmit

• Define other required but not critical traffic such as ICMP, SNMP, 
SSH, Telnet and default

Conform action à transmit, exceed action à drop

• Drop all other undesirable traffic

• Depending on class defined, apply appropriate policy
Routing Protocol traffic (BGP, IGP) - no rate limit

Management traffic (SNMP, SSH, NTP, etc) – conservative rate limit

Reporting traffic (SAA combined with DSCP) – conservative rate limit

Monitoring traffic (ICMP, traceroute) – conservative rate limit

Critical traffic (HSRP, SIP/VoIP, DLSw)  – conservative rate limit

Default traffic – low rate limit

Undesirable traffic (DoS Attacks) – drop
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Summary
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Q and A
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Cisco Catalyst 2950 QoS Design 
IP Phone + PC + Scavenger (Basic) Model Example

CAT2950(config)#mls qos map cos-dscp 0 8 16 24 32 46 48 56  ! Maps CoS 5 to EF
CAT2950(config)#
CAT2950(config)#class-map VVLAN-ANY
CAT2950(config-cmap)# match access-group name VVLAN-ANY
CAT2950(config-cmap)#class-map DVLAN-ANY
CAT2950(config-cmap)# match access-group name DVLAN-ANY
CAT2950(config-cmap)#exit
CAT2950(config)#
CAT2950(config)#policy-map IPPHONE+PC
CAT2950(config-pmap)#  class VVLAN-ANY
CAT2950(config-pmap-c)#    police 1000000 8192 exceed-action drop ! Excess VoIP dropped
CAT2950(config-pmap-c)#  class DVLAN-ANY
CAT2950(config-pmap-c)#    set ip dscp 0
CAT2950(config-pmap-c)#    police 5000000 8192 exceed-action dscp 8 ! Excess Data remarked
CAT2950(config-pmap-c)#exit
CAT2950(config-pmap)#exit
CAT2950(config)#
CAT2950(config)#
CAT2950(config)#interface range FastEthernet0/1 - 48
CAT2950(config-if)# switchport access vlan 10
CAT2950(config-if)# switchport voice vlan 110
CAT2950(config-if)# mls qos trust device cisco-phone ! Conditional trust
CAT2950(config-if)# mls qos trust cos ! Trust CoS from IP Phone
CAT2950(config-if)# service-policy input IPPHONE+PC ! Policing policy
CAT2950(config-if)#exit
CAT2950(config)#
CAT2950(config)#ip access-list standard VVLAN-ANY
CAT2950(config-std-nacl)# permit 10.1.110.0 0.0.0.255 ! VVLAN subnet
CAT2950(config-std-nacl)#
CAT2950(config-std-nacl)#ip access-list standard DVLAN-ANY
CAT2950(config-std-nacl)# permit 10.1.10.0 0.0.0.255 ! DVLAN subnet
CAT2950(config-std-nacl)#end
CAT2950#
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Cisco Catalyst 3550 QoS Design 
Enabling QoS + Trusted Endpoint Example

CAT3550#show mls qos
QoS is disabled ! By default QoS is disabled

CAT3550#configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
CAT3550(config)#mls qos ! Enables QoS globally for the Cat3550
CAT3550(config)#exit
CAT3550#

CAT3550#show mls qos
QoS is enabled ! Verifies that QoS is enabled globally
CAT3550#

CAT3550(config)#interface range FastEthernet0/1 - 48
CAT3550(config-if)#mls qos trust dscp ! Trusted Endpoint Example
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Cisco Catalyst 3550 QoS Design 
PC + SoftPhone + Scavenger Model Example: Part 1

CAT3550(config)#mls qos map policed-dscp  0 24 46 to 8
! Excess traffic marked 0 or CS3 or EF will be remarked to CS1

CAT3550(config)#
CAT3550(config)#class-map match-all SOFTPHONE-VOICE
CAT3550(config-cmap)#  match access-group name SOFTPHONE-VOICE
CAT3550(config-cmap)#class-map match-all SOFTPHONE-SIGNALING
CAT3550(config-cmap)#  match access-group name SOFTPHONE-SIGNALING
CAT3550(config-cmap)#exit
CAT3550(config)#
CAT3550(config)#policy-map SOFTPHONE-PC
CAT3550(config-pmap)#class SOFTPHONE-VOICE
CAT3550(config-pmap-c)# set ip dscp 46 ! VoIP is marked to DSCP EF
CAT3550(config-pmap-c)# police 128000 8000 exceed-action policed-dscp-transmit

! Out-of-profile SoftPhone VoIP is marked down to Scavenger (CS1)
CAT3550(config-pmap-c)#class SOFTPHONE-SIGNALING
CAT3550(config-pmap-c)# set ip dscp 24 ! Signaling is marked to DSCP CS3
CAT3550(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit

! Out-of-profile Signaling is marked down to Scavenger (CS1)
CAT3550(config-pmap-c)#class class-default
CAT3550(config-pmap-c)# set ip dscp 0
CAT3550(config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit

! Out-of-profile data traffic is marked down to Scavenger (CS1)
CAT3550(config-pmap-c)# exit
CAT3550(config-pmap)#exit
CAT3550(config)#
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Cisco Catalyst 3550 QoS Design 
PC + SoftPhone + Scavenger Model Example: Part 2

CAT3550(config)#interface range FastEthernet0/1 - 48
CAT3550(config-if)# service-policy input SOFTPHONE-PC  
CAT3550(config-if)#exit
CAT3550(config)#
CAT3550(config)#ip access-list extended SOFTPHONE-VOICE
CAT3550(config-ext-nacl)# permit udp any any range 16384 32767 ! VoIP ports
CAT3550(config-ext-nacl)#
CAT3550(config-ext-nacl)#ip access-list extended SOFTPHONE-SIGNALING
CAT3550(config-ext-nacl)# permit tcp any any range 2000 2002   ! SCCP ports
CAT3550(config-ext-nacl)#end
CAT3550#
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Cisco Catalyst 3550 QoS Design 
IP Phone + PC + Scavenger (Basic) Model Example: Part 1

CAT3550(config)#mls qos map cos-dscp 0 8 16 24 32 46 48 56
! Modifies CoS-to-DSCP mapping to map CoS 5 to DSCP EF

CAT3550(config)#mls qos map policed-dscp 0 24 to 8
! Excess DVLAN & VVLAN traffic will be remarked to Scavenger (CS1)

CAT3550(config)#
CAT3550(config)#
CAT3550(config)#class-map match-all VOICE
CAT3550(config-cmap)#  match ip dscp 46 ! DSCP EF (voice)
CAT3550(config-cmap)#class-map match-all CALL-SIGNALING
CAT3550(config-cmap)#  match ip dscp 24 ! DSCP CS3 (new)
CAT3550(config-cmap)#
CAT3550(config-cmap)#class-map match-all VVLAN-VOICE
CAT3550(config-cmap)#  match vlan  110 ! VLAN 110 is VVLAN
CAT3550(config-cmap)#  match class-map VOICE ! Matches VVLAN DSCP EF
CAT3550(config-cmap)#
CAT3550(config-cmap)#class-map match-all VVLAN-CALL-SIGNALING
CAT3550(config-cmap)#  match vlan  110 ! VLAN 110 is VVLAN
CAT3550(config-cmap)#  match class-map CALL-SIGNALING !Matches VVLAN AF31/CS3
CAT3550(config-cmap)#
CAT3550(config-cmap)#class-map match-all ANY
CAT3550(config-cmap)#  match access-group name ANY ! Workaround ACL
CAT3550(config-cmap)#
CAT3550(config-cmap)#class-map match-all VVLAN-ANY
CAT3550(config-cmap)#  match vlan  110 ! VLAN 110 is VVLAN
CAT3550(config-cmap)#  match class-map ANY ! Matches other VVLAN traffic
CAT3550(config-cmap)#
CAT3550(config-cmap)#class-map match-all DVLAN-ANY
CAT3550(config-cmap)#  match vlan  10 ! VLAN 10 is DVLAN
CAT3550(config-cmap)#  match class-map ANY ! Matches other DVLAN traffic
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Cisco Catalyst 3550 QoS Design 
IP Phone + PC + Scavenger (Basic) Model Example: Part 2

CAT3550(config-cmap)#policy-map IPPHONE+PC-BASIC
CAT3550(config-pmap)#class VVLAN-VOICE
CAT3550(config-pmap-c)# set ip dscp 46 ! DSCP EF (Voice)
CAT3550(config-pmap-c)# police 128000 8000 exceed-action drop

! Only one voice call is permitted per switchport VVLAN
CAT3550(config-pmap-c)#class VVLAN-CALL-SIGNALING
CAT3550(config-pmap-c)# set ip dscp 24 ! DSCP CS3 (Call-Signaling)
CAT3550(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit

! Out-of-profile Call-Signaling is marked down to Scavenger (CS1)
CAT3550(config-pmap-c)#class VVLAN-ANY
CAT3550(config-pmap-c)# set ip dscp 0
CAT3550(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit

! Unauthorized VVLAN traffic is marked down to Scavenger (CS1)
CAT3550(config-pmap-c)#class DVLAN-ANY
CAT3550(config-pmap-c)# set ip dscp 0
CAT3550(config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit

! Out-of-profile data traffic is marked down to Scavenger (CS1)
CAT3550(config-pmap-c)# exit
CAT3550(config)#
CAT3550(config)#interface FastEthernet0/1
CAT3550(config-if)# switchport access vlan 10 ! DVLAN
CAT3550(config-if)# switchport voice vlan 110 ! VVLAN
CAT3550(config-if)# mls qos trust device cisco-phone ! Conditional Trust
CAT3550(config-if)# service-policy input IPPHONE+PC-BASIC
CAT3550(config-if)#exit
CAT3550(config)#
CAT3550(config)#ip access-list standard ANY ! Workaround ACL
CAT3550(config-std-nacl)# permit any
CAT3550(config-std-nacl)#end
CAT3550#
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Cisco Catalyst 2970/3560/3750 QoS Design 
Enabling QoS + Trusted Endpoint Example

CAT2970#show mls qos
QoS is disabled ! By default QoS is disabled

CAT2970#configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
CAT3550(config)#mls qos ! Enables QoS globally for 
Cat2970/3560/3750
CAT3550(config)#exit
CAT3550#

CAT2970#show mls qos
QoS is enabled ! Verifies that QoS is enabled globally
CAT3550#

CAT2970(config)#interface range FastEthernet0/1 - 48
CAT2970(config-if)#mls qos trust dscp ! Trusted Endpoint Example
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CAT2970(config)#mls qos map policed-dscp  0 24 46 to 8
! Excess traffic marked 0 or CS3 or EF will be remarked to CS1

CAT2970(config)#
CAT2970(config)#class-map match-all SOFTPHONE-VOICE
CAT2970(config-cmap)#  match access-group name SOFTPHONE-VOICE
CAT2970(config-cmap)#class-map match-all SOFTPHONE-SIGNALING
CAT2970(config-cmap)#  match access-group name SOFTPHONE-SIGNALING
CAT2970(config-cmap)#exit
CAT2970(config)#
CAT2970(config)#policy-map SOFTPHONE-PC
CAT2970(config-pmap)#class SOFTPHONE-VOICE
CAT2970(config-pmap-c)# set ip dscp 46 ! Softphone VoIP is marked DSCP EF
CAT2970(config-pmap-c)# police 128000 8000 exceed-action policed-dscp-transmit

! Out-of-profile SoftPhone VoIP is marked down to Scavenger (CS1)
CAT2970(config-pmap-c)#class SOFTPHONE-SIGNALING
CAT2970(config-pmap-c)# set ip dscp 24 ! Call-Signaling is marked DSCP CS3
CAT2970(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit

! Out-of-profile SoftPhone Signaling is marked down to Scavenger (CS1)
CAT2970(config-pmap-c)#class class-default
CAT2970(config-pmap-c)# set ip dscp 0
CAT2970(config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit

! Out-of-profile data traffic is marked down to Scavenger (CS1)
CAT2970(config-pmap-c)# exit
CAT2970(config-pmap)#exit
CAT2970(config)#

Cisco Catalyst 2970/3560/3750                     
PC + SoftPhone + Scavenger Model Example: Part 1
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Cisco Catalyst 2970/3560/3750 
PC + SoftPhone + Scavenger Model Example: Part 2

CAT2970(config)#interface GigabitEthernet0/1
CAT2970(config-if)# service-policy input SOFTPHONE-PC
CAT2970(config-if)#exit
CAT2970(config)#
CAT2970(config)#ip access-list extended SOFTPHONE-VOICE
CAT2970(config-ext-nacl)# permit udp any any range 16384 32767 ! VoIP ports
CAT2970(config-ext-nacl)#
CAT2970(config-ext-nacl)#ip access-list extended SOFTPHONE-SIGNALING
CAT2970(config-ext-nacl)# permit tcp any any range 2000 2002   ! SCCP ports
CAT2970(config-ext-nacl)#end
CAT2970#
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Cisco Catalyst 2970/3560/3750 
IP Phone + PC + Scavenger (Basic) Model Example: Part 1

CAT2970(config)#mls qos map cos-dscp 0 8 16 24 32 46 48 56
! Modifies CoS-to-DSCP mapping to map CoS 5 to DSCP EF

CAT2970(config)#mls qos map policed-dscp 0 24 to 8
! Excess VVLAN & DVLAN traffic will be remarked to Scavenger (CS1)

CAT2970(config)#
CAT2970(config)#
CAT2970(config)#class-map match-all VVLAN-VOICE
CAT2970(config-cmap)#  match access-group name VVLAN-VOICE
CAT2970(config-cmap)#
CAT2970(config-cmap)#class-map match-all VVLAN-CALL-SIGNALING
CAT2970(config-cmap)#  match access-group name VVLAN-CALL-SIGNALING
CAT2970(config-cmap)#
CAT2970(config-cmap)#class-map match-all VVLAN-ANY
CAT2970(config-cmap)#  match access-group name VVLAN-ANY
CAT2970(config-cmap)#
CAT2970(config-cmap)#
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Cisco Catalyst 2970/3560/3750 
IP Phone + PC + Scavenger (Basic) Model Example: Part 2

CAT2970(config-cmap)#policy-map IPPHONE+PC-BASIC
CAT2970(config-pmap)#class VVLAN-VOICE
CAT2970(config-pmap-c)# set ip dscp 46 ! DSCP EF (Voice)
CAT2970(config-pmap-c)# police 128000 8000 exceed-action drop

! Only one voice call is permitted per switchport VVLAN
CAT2970(config-pmap-c)#class VVLAN-CALL-SIGNALING
CAT2970(config-pmap-c)# set ip dscp 24 ! DSCP CS3 (Call-Signaling)
CAT2970(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit

! Out-of-profile Call-Signaling is marked down to Scavenger (CS1)
CAT2970(config-pmap-c)#class VVLAN-ANY
CAT2970(config-pmap-c)# set ip dscp 0
CAT2970(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit

! Unauthorized VVLAN traffic is marked down to Scavenger (CS1)
CAT2970(config-pmap-c)#class class-default
CAT2970(config-pmap-c)# set ip dscp 0
CAT2970(config-pmap-c)# police 5000000 8000 exceed-action policed-dscp-transmit

! Out-of-profile data traffic is marked down to Scavenger (CS1)
CAT2970(config-pmap-c)# exit
CAT2970(config-pmap)#exit
CAT2970(config)#
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Cisco Catalyst 2970/3560/3750
IP Phone + PC + Scavenger (Basic) Model Example: Part 3

CAT2970(config)#interface GigabitEthernet0/1
CAT2970(config-if)# switchport access vlan 10 ! DVLAN
CAT2970(config-if)# switchport voice vlan 110 ! VVLAN
CAT2970(config-if)# mls qos trust device cisco-phone ! Conditional Trust
CAT2970(config-if)# service-policy input IPPHONE+PC-BASIC
CAT2970(config-if)#exit
CAT2970(config)#
CAT2970(config)#
CAT2970(config)#ip access-list extended VVLAN-VOICE
CAT2970(config-ext-nacl)#permit udp 10.1.110.0 0.0.0.255

any range 16384 32767 dscp ef
! Voice is matched by VVLAN subnet and DSCP EF

CAT2970(config-ext-nacl)#exit
CAT2970(config)#
CAT2970(config)#ip access-list extended VVLAN-CALL-SIGNALING
CAT2970(config-ext-nacl)#permit tcp 10.1.110.0 0.0.0.255

any range 2000 2002 dscp cs3
! Call-Signaling is matched by VVLAN subnet and DSCP CS3

CAT2970(config-ext-nacl)#exit
CAT2970(config)#
CAT2970(config)#ip access-list extended VVLAN-ANY
CAT2970(config-ext-nacl)# permit ip 10.1.110.0 0.0.0.255 any

! Matches all other traffic sourced from the VVLAN subnet
CAT2970(config-ext-nacl)#end
CAT2970#
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Cisco Catalyst 4500 QoS Design 
Enabling QoS + Trusted Endpoint Example

CAT4500#show qos
QoS is disabled globally ! By default QoS is disabled
IP header DSCP rewrite is enabled

CAT4500#conf term
Enter configuration commands, one per line.  End with CNTL/Z.
CAT4500(config)#qos ! Enables QoS globally for the Cat4500
CAT4500(config)#end
CAT4500#

CAT4500#show qos
QoS is enabled globally ! Verifies that QoS is enabled globally
IP header DSCP rewrite is enabled
CAT4500#

CAT4500(config)#interface FastEthernet2/1
CAT4500(config-if)# qos trust dscp ! Trusted Endpoint Example
CAT4500(config-if)#end
CAT4500#
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Cisco Catalyst 4500 QoS Design 
PC + SoftPhone + Scavenger Model: Part 1

CAT4500-SUP4(config)#qos map dscp policed 0 24 46 to dscp 8
! Excess traffic marked 0 or CS3 or EF will be remarked to CS1

CAT4500-SUP4(config)#
CAT4500-SUP4(config)#class-map match-all SOFTPHONE-SIGNALING
CAT4500-SUP4(config-cmap)#  match access-group name SOFTPHONE-SIGNALING
CAT4500-SUP4(config-cmap)#class-map match-all SOFTPHONE-VOICE
CAT4500-SUP4(config-cmap)#  match access-group name SOFTPHONE-VOICE
CAT4500-SUP4(config-cmap)#exit
CAT4500-SUP4(config)#
CAT4500-SUP4(config)#policy-map SOFTPHONE-PC
CAT4500-SUP4(config-pmap)# class SOFTPHONE-VOICE
CAT4500-SUP4(config-pmap-c)# set ip dscp ef ! VoIP is marked to DSCP EF
CAT4500-SUP4(config-pmap-c)# police 128 kbps 8000 byte exceed-action

policed-dscp-transmit
! Out-of-profile SoftPhone VoIP is marked down to Scavenger (CS1)

CAT4500-SUP4(config-pmap-c)#class SOFTPHONE-SIGNALING
CAT4500-SUP4(config-pmap-c)# set ip dscp cs3 ! Signaling is marked DSCP CS3

! SoftPhone Call-Signaling is marked to DSCP CS3
CAT4500-SUP4(config-pmap-c)# police 32 kbps 8000 byte exceed-action

policed-dscp-transmit
! Out-of-profile Signaling traffic is marked down to Scavenger (CS1)

CAT4500-SUP4(config-pmap-c)#class class-default
CAT4500-SUP4(config-pmap-c)# set ip dscp default
CAT4500-SUP4(config-pmap-c)# police 5 mbps 8000 byte exceed-action

policed-dscp-transmit 
! Out-of-profile data traffic is marked down to Scavenger (CS1)

CAT4500-SUP4(config-pmap-c)#exit
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Cisco Catalyst 4500 QoS Design 
PC + SoftPhone + Scavenger Model Example: Part 2

CAT4500-SUP4(config)#interface FastEthernet2/1
CAT4500-SUP4(config-if)# service-policy input SOFTPHONE-PC
CAT4500-SUP4(config-if)#exit
CAT4500-SUP4(config)#
CAT4500-SUP4(config)#ip access-list extended SOFTPHONE-VOICE
CAT4500-SUP4(config-ext-nacl)# permit udp any any range 16384 32767 ! VoIP
CAT4500-SUP4(config-ext-nacl)#
CAT4500-SUP4(config-ext-nacl)#ip access-list extended SOFTPHONE-SIGNALING
CAT4500-SUP4(config-ext-nacl)# permit tcp any any range 2000 2002 ! SCCP
CAT4500-SUP4(config-ext-nacl)#end
CAT4500-SUP4#
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Cisco Catalyst 4500 QoS Design 
IP Phone + PC + Scavenger (Basic) Model Example: Part 1

CAT4500-SUP4(config)#qos map cos 5 to dscp 46
! Modifies CoS-to-DSCP mapping to map CoS 5 to DSCP EF

CAT4500-SUP4(config)#qos map dscp policed 0 24 to dscp 8
! Excess DVLAN & VVLAN traffic will be marked down to Scavenger (CS1)

CAT4500-SUP4(config)#
CAT4500-SUP4(config)#
CAT4500-SUP4(config)#class-map match-all VVLAN-VOICE
CAT4500-SUP4(config-cmap)#  match access-group name VVLAN-VOICE
CAT4500-SUP4(config-cmap)#
CAT4500-SUP4(config-cmap)#class-map match-all VVLAN-CALL-SIGNALING
CAT4500-SUP4(config-cmap)#  match access-group name VVLAN-CALL-SIGNALING
CAT4500-SUP4(config-cmap)#
CAT4500-SUP4(config-cmap)#class-map match-all VVLAN-ANY
CAT4500-SUP4(config-cmap)#  match access-group name VVLAN-ANY
CAT4500-SUP4(config-cmap)#
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Cisco Catalyst 4500 QoS Design 
IP Phone + PC + Scavenger (Basic) Model Example: Part 2

CAT4500-SUP4(config-cmap)#policy-map IPPHONE+PC-BASIC
CAT4500-SUP4(config-pmap)#class VVLAN-VOICE
CAT4500-SUP4(config-pmap-c)# set ip dscp 46 ! DSCP EF (Voice)
CAT4500-SUP4(config-pmap-c)# police 128 kbps 8000 byte exceed-action drop

! Only one voice call is permitted per switchport VVLAN
CAT4500-SUP4(config-pmap-c)#class VVLAN-CALL-SIGNALING
CAT4500-SUP4(config-pmap-c)# set ip dscp 24 ! DSCP CS3 (Call-Signaling)
CAT4500-SUP4(config-pmap-c)# police 32 kbps 8000 byte exceed-action 

policed-dscp-transmit
! Out-of-profile Call-Signaling is marked down to Scavenger (CS1)

CAT4500-SUP4(config-pmap-c)#class VVLAN-ANY
CAT4500-SUP4(config-pmap-c)# set ip dscp 0
CAT4500-SUP4(config-pmap-c)# police 32 kbps 8000 byte exceed-action 

policed-dscp-transmit
! Unauthorized VVLAN traffic is marked down to Scavenger (CS1)

CAT4500-SUP4(config-pmap-c)#class class-default
CAT4500-SUP4(config-pmap-c)# set ip dscp 0
CAT4500-SUP4(config-pmap-c)# police 5 mbps 8000 byte exceed-action 

policed-dscp-transmit
! Out-of-profile data traffic is marked down to Scavenger (CS1)

CAT4500-SUP4(config-pmap-c)# exit
CAT4500-SUP4(config-pmap)#exit
CAT4500-SUP4(config)#
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Cisco Catalyst 4500 QoS Design 
IP Phone + PC + Scavenger (Basic) Model Example: Part 3

CAT4500-SUP4(config)#interface FastEthernet2/1
CAT4500-SUP4(config-if)# switchport access vlan 10 ! DVLAN
CAT4500-SUP4(config-if)# switchport voice vlan 110 ! VVLAN
CAT4500-SUP4(config-if)# qos trust device cisco-phone ! Conditional Trust
CAT4500-SUP4(config-if)# service-policy input IPPHONE+PC-BASIC
CAT4500-SUP4(config-if)#exit
CAT4500-SUP4(config)#
CAT4500-SUP4(config)#
CAT4500-SUP4(config)#ip access-list extended VVLAN-VOICE
CAT4500-SUP4(config-ext-nacl)# permit udp 10.1.110.0 0.0.0.255 any

range 16384 32767
! Voice is matched by VVLAN subnet and UDP port-range

CAT4500-SUP4(config-ext-nacl)#exit
CAT4500-SUP4(config)#
CAT4500-SUP4(config)#ip access-list extended VVLAN-CALL-SIGNALING
CAT4500-SUP4(config-ext-nacl)# permit tcp 10.1.110.0 0.0.0.255 any 

range 2000 2002
! Call-Signaling is matched by VVLAN subnet and TCP port-range

CAT4500-SUP4(config-ext-nacl)#exit
CAT4500-SUP4(config)#
CAT4500-SUP4(config)#ip access-list extended VVLAN-ANY
CAT4500-SUP4(config-ext-nacl)# permit ip 10.1.110.0 0.0.0.255 any

! Matches all other traffic sourced from the VVLAN subnet
CAT4500-SUP4(config-ext-nacl)#end
CAT4500-SUP4#
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Cisco Catalyst 6500 QoS Design 
Globally Enabling QoS in Cisco Catalyst OS and Cisco IOS

CAT6500-PFC2-CATOS> (enable) set qos enable
QoS is enabled.
CAT6500-PFC2-CATOS> (enable)
CAT6500-PFC2-CATOS> (enable) show qos status
QoS is enabled on this switch.
CAT6500-PFC2-CATOS> (enable)

CAT6500-PFC2-IOS(config)# mls qos
CAT6500-PFC2-IOS(config)#end
CAT6500-PFC2-IOS#
CAT6500-PFC2-IOS# show mls qos
QoS is enabled globally
Microflow policing is enabled globally
Vlan or Portchannel(Multi-Earl) policies supported: Yes
----- Module [2] -----
QoS global counters:
Total packets: 65
IP shortcut packets: 0
Packets dropped by policing: 0
IP packets with TOS changed by policing: 0
IP packets with COS changed by policing: 0
Non-IP packets with COS changed by policing: 0

CAT6500-PFC2-IOS#
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Cisco Catalyst 6500 QoS Design 
Trusted Endpoint Examples (Cisco Catalyst OS and Cisco IOS)

CatOS Trust:
CAT6500-PFC2-CATOS> (enable) set port qos 3/1 trust trust-dscp
Port  3/1 qos set to trust-dscp.
CAT6500-PFC2-CATOS> (enable)

Trust Workaround for 2Q2T non-GigabitEthernet Linecards:
CAT6500-PFC2-CATOS> (enable) set qos acl ip TRUST-DSCP trust-dscp any
TRUST-DSCP editbuffer modified. Use 'commit' command to apply changes.
CAT6500-PFC2-CATOS> (enable) commit qos acl TRUST-DSCP
QoS ACL 'TRUST-DSCP' successfully committed.
CAT6500-PFC2-CATOS> (enable)
CAT6500-PFC2-CATOS> (enable) set qos acl map TRUST-DSCP 4/1

IOS Trust:
CAT6500-PFC2-IOS(config)#interface FastEthernet3/1
CAT6500-PFC2-IOS(config-if)#mls qos trust dscp
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Cisco Catalyst 6500 QoS Design 
PC + SoftPhone + Scavenger Model – CatOS Example

CAT6500-PFC2-CATOS> (enable) set qos policed-dscp-map 0,24,46:8
! Excess traffic marked DSCP 0 or CS3 or EF will be remarked to CS1

CAT6500-PFC2-CATOS> (enable) 
CAT6500-PFC2-CATOS> (enable) set qos policer aggregate SOFTPHONE-VOICE

rate 128 burst 8000 policed-dscp
! Defines the policer for SoftPhone VoIP traffic

CAT6500-PFC2-CATOS> (enable) set qos policer aggregate SOFTPHONE-SIGNALING
rate 32 burst 8000 policed-dscp
! Defines the policer for SoftPhone Call-Signaling traffic

CAT6500-PFC2-CATOS> (enable) set qos policer aggregate PC-DATA
rate 5000 burst 8000 policed-dscp
! Defines the policer for PC Data traffic

CAT6500-PFC2-CATOS> (enable) 
CAT6500-PFC2-CATOS> (enable) set qos acl ip SOFTPHONE-PC dscp 46

aggregate SOFTPHONE-VOICE udp any any range 16384 32767
! Binds ACL to policer and marks in-profile SoftPhone VoIP to DSCP EF

CAT6500-PFC2-CATOS> (enable) set qos acl ip SOFTPHONE-PC dscp 24
aggregate SOFTPHONE-SIGNALING tcp any any range 2000 2002
! Binds ACL to policer marks in-profile Call-Signaling to DSCP CS3

CAT6500-PFC2-CATOS> (enable) set qos acl ip SOFTPHONE-PC dscp 0
aggregate PC-DATA any
! Binds ACL to policer and marks in-profile PC Data traffic to DSCP 0

CAT6500-PFC2-CATOS> (enable) 
CAT6500-PFC2-CATOS> (enable) commit qos acl SOFTPHONE-PC

! Commits ACL to PFC memory
CAT6500-PFC2-CATOS> (enable) set port qos 3/1 trust untrusted

! Sets the port trust state to untrusted
CAT6500-PFC2-CATOS> (enable) set qos acl map SOFTPHONE-PC 3/1

! Attaches ACL to switch port
CAT6500-PFC2-CATOS> (enable)
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Cisco Catalyst 6500 QoS Design 
IP Phone + PC + Scavenger (Basic) Model - CatOS Ex: Part 1

CAT6500-PFC2-CATOS> (enable) set qos cos-dscp-map 0 8 16 24 32 46 48 56
! Modifies default CoS-DSCP mapping so that CoS 5 is mapped to DSCP EF

CAT6500-PFC2-CATOS> (enable) set qos policed-dscp-map 0,24:8
! Excess traffic marked DSCP 0 or CS3 is remarked to CS1

CAT6500-PFC2-CATOS> (enable)

CAT6500-PFC2-CATOS> (enable) set qos policer aggregate VVLAN-VOICE
rate 128 burst 8000 drop
! Defines the policer for IP Phone VoIP traffic

CAT6500-PFC2-CATOS> (enable) set qos policer aggregate VVLAN-SIGNALING
rate 32 burst 8000 policed-dscp
! Defines the policer for IP Phone Call-Signaling traffic

CAT6500-PFC2-CATOS> (enable) set qos policer aggregate VVLAN-ANY 
rate 32 burst 8000 policed-dscp
! Defines the policer for any other traffic sourced from the VVLAN

CAT6500-PFC2-CATOS> (enable) set qos policer aggregate PC-DATA
rate 5000 burst 8000 policed-dscp
! Defines the policer for PC Data traffic

CAT6500-PFC2-CATOS> (enable)
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Cisco Catalyst 6500 QoS Design 
IP Phone + PC + Scavenger (Basic) Model - CatOS Ex: Part 2

CAT6500-PFC2-CATOS> (enable) set qos acl ip IPPHONE-PC-BASIC dscp 46
aggregate VVLAN-VOICE udp 10.1.110.0 0.0.0.255 any range 16384 32767
! Binds ACL to policer and marks in-profile VVLAN VoIP to DSCP EF

CAT6500-PFC2-CATOS> (enable) set qos acl ip IPPHONE-PC-BASIC dscp 24 
aggregate VVLAN-SIGNALING tcp 10.1.110.0 0.0.0.255 any range 2000 2002
! Binds ACL to policer marks in-profile VVLAN Call-Signaling to DSCP CS3

CAT6500-PFC2-CATOS> (enable) set qos acl ip IPPHONE-PC-BASIC dscp 0
aggregate VVLAN-ANY 10.1.110.0 0.0.0.255
! Binds ACL to policer and marks all other VVLAN traffic to DSCP 0

CAT6500-PFC2-CATOS> (enable) set qos acl ip IPPHONE-PC-BASIC dscp 0
aggregate PC-DATA any
! Binds ACL to policer and marks in-profile PC Data traffic to DSCP 0

CAT6500-PFC2-CATOS> (enable)

CAT6500-PFC2-CATOS> (enable) commit qos acl IPPHONE-PC-BASIC
! Commits ACL to PFC memory

CAT6500-PFC2-CATOS> (enable)
CAT6500-PFC2-CATOS> (enable) set port qos 3/1 trust-device ciscoipphone

! Conditional trust (for Cisco IP Phones only)
CAT6500-PFC2-CATOS> (enable) set qos acl map IPPHONE-PC-BASIC 3/1

! Attaches ACL to switch port
CAT6500-PFC2-CATOS> (enable)
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P2Q2T Cisco Catalyst OS)

CAT6500-PFC2-CATOS> (enable) set qos txq-ratio 1p2q2t 40 30 30
! Allocates buffers: 40% for Q1, 30% for Q2, 30% for Q3 (PQ)

CAT6500-PFC2-CATOS> (enable) set qos wrr 1p2q2t 30 70
! Sets the WRR weights for 30:70 (Q1:Q2) bandwidth servicing

CAT6500-PFC2-CATOS> (enable)

CAT6500-PFC2-CATOS> (enable) set qos wred 1p2q2t tx queue 1 40:80 80:100
! Sets Q1 WRED T1 to 40:80 to limit Scavenger/Bulk within Q1
! Sets Q1 WRED T2 to 80:100 for congestion-avoidance for Best Effort

CAT6500-PFC2-CATOS> (enable) set qos wred 1p2q2t tx queue 2 70:80 80:100
! Sets Q2 WRED T1 to 70:80 to provide congestion-avoidance
! Sets Q2 WRED T2 to 80:100 to force room for Network Control traffic

CAT6500-PFC2-CATOS> (enable)

CAT6500-PFC2-CATOS> (enable) set qos map 1p2q2t tx 1 1 cos 1
! Maps Scavenger/Bulk to Q1 WRED Threshold 1

CAT6500-PFC2-CATOS> (enable) set qos map 1p2q2t tx 1 2 cos 0
! Maps Best Effort to Q1 WRED Threshold 2

CAT6500-PFC2-CATOS> (enable) set qos map 1p2q2t tx 2 1 cos 2,3,4
! Maps CoS 2,3,4 to Q2 WRED Threshold 1

CAT6500-PFC2-CATOS> (enable) set qos map 1p2q2t tx 2 2 cos 6,7
! Maps Network/Internetwork Control to Q2 WRED Threshold 2

CAT6500-PFC2-CATOS> (enable) set qos map 1p2q2t tx 3 1 cos 5
! Maps VoIP to PQ

CAT6500-PFC2-CATOS> (enable)
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P2Q2T: Cisco IOS): Part 1

CAT6500-PFC3-IOS(config)#interface range GigabitEthernet4/1 - 8
CAT6500-PFC3(config-if-range)# wrr-queue queue-limit 40 30

! Sets the buffer allocations to 40% for Q1 and 30% for Q2
! Indirectly sets PQ (Q3) size to equal Q2 (which is set to 30%)

CAT6500-PFC3(config-if-range)# wrr-queue bandwidth 30 70
! Sets the WRR weights for 30:70 (Q1:Q2) bandwidth servicing

CAT6500-PFC3(config-if-range)#

CAT6500-PFC3(config-if-range)# wrr-queue random-detect min-threshold 1 40 80
! Sets Min WRED Thresholds for Q1T1 and Q1T2 to 40 and 80, respectively

CAT6500-PFC3(config-if-range)# wrr-queue random-detect max-threshold 1 80 100
! Sets Max WRED Thresholds for Q1T1 and Q1T2 to 80 and 100, respectively

CAT6500-PFC3(config-if-range)# wrr-queue random-detect min-threshold 2 70 80
! Sets Min WRED Thresholds for Q2T1 and Q2T2 to 70 and 80, respectively

CAT6500-PFC3(config-if-range)# wrr-queue random-detect max-threshold 2 80 100
! Sets Max WRED Thresholds for Q2T1 and Q2T2 to 80 and 100, respectively
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P2Q2T: Cisco IOS): Part 2

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 1 1 1
! Maps Scavenger/Bulk to Q1 WRED Threshold 1

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 1 2 0
! Maps Best Effort to Q1 WRED Threshold 2

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 2 1 2 3 4
! Maps CoS 2,3,4 to Q2 WRED Threshold 1

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 2 2 6 7
! Maps Network/Internetwork Control to Q2 WRED Threshold 2

CAT6500-PFC3(config-if-range)# priority-queue cos-map 1 5
! Maps VoIP to PQ

CAT6500-PFC3(config-if-range)#end
CAT6500-PFC3-IOS#
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P3Q1T: Cisco Catalyst OS)

CAT6500-PFC2-CATOS> (enable) set qos wrr 1p3q1t 5 25 70
! Sets the WRR weights for 5:25:70 (Q1:Q2:Q3) bandwidth servicing

CAT6500-PFC2-CATOS> (enable)
CAT6500-PFC2-CATOS> (enable) set qos wred 1p3q1t tx queue 1 80:100

! Sets Q1 WRED T1 to 80:100 for Scavenger/Bulk queue
CAT6500-PFC2-CATOS> (enable) set qos wred 1p3q1t tx queue 2 80:100

! Sets Q2 WRED T1 to 80:100 for Best Effort queue
CAT6500-PFC2-CATOS> (enable) set qos wred 1p3q1t tx queue 3 70:80

! Sets Q3 WRED T1 to 70:80 for congestion-avoidance for CoS 2,3,4
! and to force room (via tail-drop) for Network Control traffic

CAT6500-PFC2-CATOS> (enable)

CAT6500-PFC2-CATOS> (enable) set qos map 1p3q1t tx 1 1 cos 1
! Maps Scavenger/Bulk to Q1 WRED Threshold 1 (80:100)

CAT6500-PFC2-CATOS> (enable) set qos map 1p3q1t tx 2 1 cos 0
! Maps Best Effort to Q2 WRED Threshold 1 (80:100)

CAT6500-PFC2-CATOS> (enable) set qos map 1p3q1t tx 3 1 cos 2,3,4
! Maps CoS 2,3,4 to Q3 WRED Threshold 1 (70:80)

CAT6500-PFC2-CATOS> (enable) set qos map 1p3q1t tx 3 cos 6,7
! Maps Network/Internetwork Control to Q3 Tail (100%)

CAT6500-PFC2-CATOS> (enable) set qos map 1p3q1t tx 4 cos 5
! Maps VoIP to PQ (Q4)

CAT6500-PFC2-CATOS> (enable)
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P3Q1T: Cisco IOS): Part 1

CAT6500-PFC3-IOS(config)# interface range FastEthernet3/1 - 48
CAT6500-PFC3-IOS(config-if)# wrr-queue bandwidth 5 25 70

! Sets the WRR weights for 5:25:70 (Q1:Q2:Q3) bandwidth servicing
CAT6500-PFC3-IOS(config-if)#
CAT6500-PFC3-IOS(config-if)#
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 1 ! Enables WRED on Q1
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 2 ! Enables WRED on Q2
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 3 ! Enables WRED on Q3
CAT6500-PFC3-IOS(config-if)#
CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect min-threshold 1 80

! Sets Min WRED Threshold for Q1T1 to 80%
CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect max-threshold 1 100

! Sets Max WRED Threshold for Q1T1 to 100%
CAT6500-PFC3-IOS(config-if)#

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect min-threshold 2 80
! Sets Min WRED Threshold for Q2T1 to 80%

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect max-threshold 2 100
! Sets Max WRED Threshold for Q2T1 to 100%

CAT6500-PFC3-IOS(config-if)#

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect min-threshold 3 80
! Sets Min WRED Threshold for Q3T1 to 80%

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect max-threshold 3 100
! Sets Max WRED Threshold for Q3T1 to 100%

CAT6500-PFC3-IOS(config-if)#
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P3Q1T: Cisco IOS): Part 2

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 1 1 1
! Maps Scavenger/Bulk to Q1 WRED Threshold 1 (80:100)

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 2 1 0
! Maps Best Effort to Q2 WRED Threshold 1 (80:100)

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 3 1 2 3 4 6 7
! Maps CoS 2,3,4,6 and 7 to Q3 WRED Threshold 1 (80:100)

CAT6500-PFC3-IOS(config-if)# priority-queue cos-map 1 5
! Maps VoIP to PQ (Q4)

CAT6500-PFC3-IOS(config-if)#end
CAT6500-PFC3-IOS#
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P3Q8T: Cisco Catalyst OS): Part 1

CAT6500-PFC3-CATOS> (enable) set qos txq-ratio 1p3q8t 5 25 40 30
! Allocates 5% for Q1, 25% for Q2, 40% for Q3 and 30% for Q4 (PQ)

CAT6500-PFC3-CATOS> (enable) set qos wrr 1p3q8t 5 25 70
! Sets the WRR weights for 5:25:70 (Q1:Q2:Q3) bandwidth servicing

CAT6500-PFC3-CATOS> (enable) set qos wred 1p3q8t tx queue 1 80:100 100:100
100:100 100:100 100:100 100:100 100:100 100:100
! Sets Q1 WRED T1 to 80:100 and all other Q1 WRED Thresholds to 100:100

CAT6500-PFC3-CATOS> (enable) set qos wred 1p3q8t tx queue 2 80:100 100:100
100:100 100:100 100:100 100:100 100:100 100:100
! Sets Q2 WRED T1 to 80:100 and all other Q2 WRED Thresholds to 100:100

CAT6500-PFC3-CATOS> (enable) set qos wred 1p3q8t tx queue 3 50:60 60:70 70:80
80:90 90:100 100:100 100:100 100:100
! Sets Q3 WRED T1 to 50:60, Q3T2 to 60:70, Q3T3 to 70:80,
! Q3T4 to 80:90, Q3T5 to 90:100 
! and the other two Q3 WRED Thresholds to 100:100
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P3Q8T: Cisco Catalyst OS): Part 2

CAT6500-PFC3-CATOS> (enable) set qos map 1p3q8t tx 1 1 cos 1
! Maps Scavenger/Bulk to Q1 WRED Threshold 1

CAT6500-PFC3-CATOS> (enable) set qos map 1p3q8t tx 2 1 cos 0
! Maps Best Effort to Q2 WRED Threshold 1

CAT6500-PFC3-CATOS> (enable) set qos map 1p3q8t tx 3 1 cos 4
! Maps Video to Q3 WRED Threshold 1

CAT6500-PFC3-CATOS> (enable) set qos map 1p3q8t tx 3 2 cos 2
! Maps Net-Mgmt and Transactional Data to Q3 WRED T2

CAT6500-PFC3-CATOS> (enable) set qos map 1p3q8t tx 3 3 cos 3
! Maps Call-Signaling and Mission-Critical Data to Q3 WRED T3

CAT6500-PFC3-CATOS> (enable) set qos map 1p3q8t tx 3 4 cos 6
! Maps Internetwork-Control (IP Routing) to Q3 WRED T4

CAT6500-PFC3-CATOS> (enable) set qos map 1p3q8t tx 3 5 cos 7
! Maps Network-Control (Spanning Tree) to Q3 WRED T5

CAT6500-PFC3-CATOS> (enable) set qos map 1p3q8t tx 4 cos 5
! Maps VoIP to the PQ (Q4)

CAT6500-PFC3-CATOS> (enable)
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P3Q8T: Cisco IOS): Part 1

CAT6500-PFC3-IOS(config)# interface range GigabitEthernet1/1 - 48
CAT6500-PFC3-IOS(config-if)# wrr-queue queue-limit 5 25 40

! Allocates 5% for Q1, 25% for Q2 and 40% for Q3
CAT6500-PFC3-IOS(config-if)# wrr-queue bandwidth 5 25 70

! Sets the WRR weights for 5:25:70 (Q1:Q2:Q3) bandwidth servicing

CAT6500-PFC3(config-if-range)# wrr-queue random-detect 1 ! Enables WRED on Q1
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 2 ! Enables WRED on Q2
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 3 ! Enables WRED on Q3
CAT6500-PFC3-IOS(config-if)#

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect min-threshold 1 80 
100 100 100 100 100 100 100
! Sets Min WRED Threshold for Q1T1 to 80% and all others to 100%

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect max-threshold 1 100
100 100 100 100 100 100 100
! Sets Max WRED Threshold for Q1T1 to 100% and all others to 100%

CAT6500-PFC3-IOS(config-if)#

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect min-threshold 2 80
100 100 100 100 100 100 100
! Sets Min WRED Threshold for Q2T1 to 80% and all others to 100%

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect max-threshold 2 100
100 100 100 100 100 100 100 
! Sets Max WRED Threshold for Q2T1 to 100% and all others to 100%
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P3Q8T: Cisco IOS): Part 2

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect min-threshold 3 50
60 70 80 90 100 100 100
! Sets Min WRED Threshold for Q3T1 to 50%, Q3T2 to 60%, Q3T3 to 70%
! Q3T4 to 80%, Q3T5 to 90% and all others to 100%

CAT6500-PFC3-IOS(config-if)# wrr-queue random-detect max-threshold 3 60
70 80 90 100 100 100 100 
! Sets Max WRED Threshold for Q3T1 to 60%, Q3T2 to 70%, Q3T3 to 80%
! Q3T4 to 90%, Q3T5 to 100% and all others to 100%

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 1 1 1
! Maps Scavenger/Bulk to Q1 WRED Threshold 1

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 2 1 0
! Maps Best Effort to Q2 WRED Threshold 1

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 3 1 4
! Maps Video to Q3 WRED Threshold 1

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 3 2 2
! Maps Net-Mgmt and Transactional Data to Q3 WRED T2

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 3 3 3
! Maps Call-Signaling and Mission-Critical Data to Q3 WRED T3

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 3 4 6
! Maps Internetwork-Control (IP Routing) to Q3 WRED T4

CAT6500-PFC3-IOS(config-if)# wrr-queue cos-map 3 5 7
! Maps Network-Control (Spanning Tree) to Q3 WRED T5

CAT6500-PFC3-IOS(config-if)# priority-queue cos-map 1 5
! Maps VoIP to the PQ (Q4)

CAT6500-PFC3-IOS(config-if)#end
CAT6500-PFC3-IOS#
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Transactional Data AF21 CoS 2

Call Signaling CS3 CoS 3

Streaming Video CS4 CoS 4

Interactive Video AF41 CoS 4

Voice EF CoS 5

Network Management CS2 CoS 2

Bulk Data AF11 CoS 1

Scavenger CS1 CoS 1

Best EffortBest Effort 00 00

Interwork ControlInterwork Control CS6CS6 CoS 6CoS 6

Mission-Critical Data AF31 CoS 3

Application DSCP CoS

Network ControlNetwork Control -- CoS 7CoS 7

1P7Q8T

CoS 5 Q8 (PQ)

CoS 7 Q7 (5%)Q7 (5%)

CoS 6 Q6 (5%)Q6 (5%)

CoS 0 Q2 (25%)Q2 (25%)

CoS 1 Q1 (5%)

CoS 2 Q4 (20%)

CoS 4 Q3 (20%)

CoS 3 Q5 (20%)

Q1T1

Q2T1Q2T1

Q3T1

Q4T1

Q5T1

Q6T1Q6T1

Q7T1Q7T1
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P7Q8T: Cisco Catalyst OS): Part 1

CAT6500-PFC3-CATOS> (enable) set qos txq-ratio 1p7q8t 5 25 10 10 10 5 5 30
! Allocates 5% to Q1, 25% to Q2, 10% to Q3, 10% to Q4,
! Allocates 10% to Q5, 5% to Q6, 5% to Q7 and 30% to the PQ (Q8)

CAT6500-PFC3-CATOS> (enable) set qos wrr 1p7q8t 5 25 20 20 20 5 5
! Sets the WRR weights for 5:25:20:20:20:5:5 (Q1 through Q7)

CAT6500-PFC3-CATOS> (enable) set qos wred 1p7q8t tx queue 1 80:100 100:100
100:100 100:100 100:100 100:100 100:100 100:100
! Sets Q1 WRED T1 to 80:100 and all other Q1 WRED Thresholds to 100:100

CAT6500-PFC3-CATOS> (enable) set qos wred 1p7q8t tx queue 2 80:100 100:100
100:100 100:100 100:100 100:100 100:100 100:100
! Sets Q2 WRED T1 to 80:100 and all other Q2 WRED Thresholds to 100:100

CAT6500-PFC3-CATOS> (enable) set qos wred 1p7q8t tx queue 3 80:100 100:100
100:100 100:100 100:100 100:100 100:100 100:100
! Sets Q3 WRED T1 to 80:100 and all other Q3 WRED Thresholds to 100:100

CAT6500-PFC3-CATOS> (enable) set qos wred 1p7q8t tx queue 4 80:100 100:100
100:100 100:100 100:100 100:100 100:100 100:100
! Sets Q4 WRED T1 to 80:100 and all other Q4 WRED Thresholds to 100:100

CAT6500-PFC3-CATOS> (enable) set qos wred 1p7q8t tx queue 5 80:100 100:100
100:100 100:100 100:100 100:100 100:100 100:100
! Sets Q5 WRED T1 to 80:100 and all other Q5 WRED Thresholds to 100:100

CAT6500-PFC3-CATOS> (enable) set qos wred 1p7q8t tx queue 6 80:100 100:100
100:100 100:100 100:100 100:100 100:100 100:100
! Sets Q6 WRED T1 to 80:100 and all other Q6 WRED Thresholds to 100:100

CAT6500-PFC3-CATOS> (enable) set qos wred 1p7q8t tx queue 7 80:100 100:100
100:100 100:100 100:100 100:100 100:100 100:100
! Sets Q7 WRED T1 to 80:100 and all other Q7 WRED Thresholds to 100:100
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P7Q8T: Cisco Catalyst OS): Part 2

CAT6500-PFC3-CATOS> (enable) set qos map 1p7q8t tx 1 1 cos 1
! Maps Scavenger/Bulk to Q1 WRED Threshold 1

CAT6500-PFC3-CATOS> (enable) set qos map 1p7q8t tx 2 1 cos 0
! Maps Best Effort to Q2 WRED Threshold 1

CAT6500-PFC3-CATOS> (enable) set qos map 1p7q8t tx 3 1 cos 4
! Maps Video to Q3 WRED Threshold 1

CAT6500-PFC3-CATOS> (enable) set qos map 1p7q8t tx 4 1 cos 2
! Maps Net-Mgmt and Transactional Data to Q4 WRED T1

CAT6500-PFC3-CATOS> (enable) set qos map 1p7q8t tx 5 1 cos 3
! Maps Call-Signaling and Mission-Critical Data to Q5 WRED T1

CAT6500-PFC3-CATOS> (enable) set qos map 1p7q8t tx 6 1 cos 6
! Maps Internetwork-Control (IP Routing) to Q6 WRED T1

CAT6500-PFC3-CATOS> (enable) set qos map 1p7q8t tx 7 1 cos 7
! Maps Network-Control (Spanning Tree) to Q7 WRED T1

CAT6500-PFC3-CATOS> (enable) set qos map 1p7q8t tx 8 cos 5
! Maps VoIP to the PQ (Q4)

CAT6500-PFC3-CATOS> (enable)
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P7Q8T: Cisco IOS): Part 1

CAT6500-PFC3-IOS(config)#interface range TenGigabitEthernet4/1 - 4
CAT6500-PFC3(config-if-range)# wrr-queue queue-limit 5 25 10 10 10 5 5

! Allocates 5% to Q1, 25% to Q2, 10% to Q3, 10% to Q4,
! Allocates 10% to Q5, 5% to Q6 and 5% to Q7

CAT6500-PFC3(config-if-range)# wrr-queue bandwidth 5 25 20 20 20 5 5
! Sets the WRR weights for 5:25:20:20:20:5:5 (Q1 through Q7)

CAT6500-PFC3(config-if-range)# wrr-queue random-detect 1 ! Enables WRED on Q1
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 2 ! Enables WRED on Q2
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 3 ! Enables WRED on Q3
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 4 ! Enables WRED on Q4
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 5 ! Enables WRED on Q5
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 6 ! Enables WRED on Q6
CAT6500-PFC3(config-if-range)# wrr-queue random-detect 7 ! Enables WRED on Q7
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P7Q8T: Cisco IOS): Part 2

CAT6500-PFC3(config-if-range)# wrr-queue random-detect min-threshold 1 80
100 100 100 100 100 100 100
! Sets Min WRED Threshold for Q1T1 to 80% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect max-threshold 1 100
100 100 100 100 100 100 100
! Sets Max WRED Threshold for Q1T1 to 100% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect min-threshold 2 80
100 100 100 100 100 100 100
! Sets Min WRED Threshold for Q2T1 to 80% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect max-threshold 2 100
100 100 100 100 100 100 100
! Sets Max WRED Threshold for Q2T1 to 100% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect min-threshold 3 80
100 100 100 100 100 100 100
! Sets Min WRED Threshold for Q3T1 to 80% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect max-threshold 3 100
100 100 100 100 100 100 100
! Sets Max WRED Threshold for Q3T1 to 100% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect min-threshold 4 80
100 100 100 100 100 100 100
! Sets Min WRED Threshold for Q4T1 to 80% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect max-threshold 4 100
100 100 100 100 100 100 100
! Sets Max WRED Threshold for Q4T1 to 100% and all others to 100%
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P7Q8T: Cisco IOS): Part 3

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect min-threshold 5 80
100 100 100 100 100 100 100
! Sets Min WRED Threshold for Q5T1 to 80% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect max-threshold 5 100
100 100 100 100 100 100 100
! Sets Max WRED Threshold for Q5T1 to 100% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect min-threshold 6 80
100 100 100 100 100 100 100
! Sets Min WRED Threshold for Q6T1 to 80% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect max-threshold 6 100
100 100 100 100 100 100 100
! Sets Max WRED Threshold for Q6T1 to 100% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect min-threshold 7 80
100 100 100 100 100 100 100
! Sets Min WRED Threshold for Q7T1 to 80% and all others to 100%

CAT6500-PFC3(config-if-range)#  wrr-queue random-detect max-threshold 7 100
100 100 100 100 100 100 100
! Sets Max WRED Threshold for Q7T1 to 100% and all others to 100%
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Cisco Catalyst 6500 QoS Design 
Queuing Design (1P7Q8T: Cisco IOS): Part 4

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 1 1 1
! Maps Scavenger/Bulk to Q1 WRED Threshold 1

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 2 1 0
! Maps Best Effort to Q2 WRED Threshold 1

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 3 1 4
! Maps Video to Q3 WRED Threshold 1

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 4 1 2
! Maps Net-Mgmt and Transactional Data to Q4 WRED T1

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 5 1 3
! Maps Call-Signaling and Mission-Critical Data to Q5 WRED T1

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 6 1 6
! Maps Internetwork-Control (IP Routing) to Q6 WRED T1

CAT6500-PFC3(config-if-range)# wrr-queue cos-map 7 1 7
! Maps Network-Control (Spanning Tree) to Q7 WRED T1

CAT6500-PFC3(config-if-range)# priority-queue cos-map 1 5
! Maps VoIP to the PQ (Q4)

CAT6500-PFC3(config-if-range)#end
CAT6500-PFC3-IOS#


