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Recuerde siempre:

Q = Apagar su teléfono movil/pager, o usar el modo
2 “silencioso”.

= Completar la evaluacion de esta sesion y entregarla a los
asistentes de sala.

= Ser puntual para asistir atodas las actividades de
entrenamiento, almuerzos y eventos sociales para un
desarrollo 6ptimo de la agenda.

=Completar la evaluacién general incluida en su mochilay
entregarla el miércoles 8 de Junio en los mostradores de
registracion. Al entregarla recibira un regalo recordatorio del
evento.
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Incidents on the Rise
ﬂ

CERT Incidents
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140000 Q1-Q3 2003
120000
CERT Note: An
100000 incident may involve
one site or hundreds
80000 (or even thousands)

of sites; also, some
incidents may involve
60000 ongoing activity for
long periods of time
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The Threats Have Evolved:
ﬂ

Target and TIME FROM KNOWLEDGE OF
Scope of VULNERABILITY TO RELEASE OF
Damage EXPLOIT IS SHRINKING
Clobal Seconds
Infrastructure
Impact Next Gen
 Infrastructure
hacking
Regional " * Flash threats
Networks MI n UteS « Massive
3rd Gen worm driven
Multiple DayS « Network DoS * DDosS _
Networks « Blended threat ¢ D?ngéng
Weeks Zl\r)ld Ge.n %?;Ln) * YIS \F/)ir)lljses and
Individual aCTO VITUSES @ (b6 Worms worms
Networks 1st Gen e  Widespread
« Boot viruses * DoS system
e Limited hacking
Individual hacking

Computer

1980s 1990s Today Future
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Vanishing Patch to Outbreak Window

Patch: MS04-011 May 1, 2004

Apr. 13 2004 Tlme(days)

Patch: MS03-026

. b =
Jul. 16 2003

Patch: MS02-039
Jul. 24 2002

Patch: MS00-078
Oct. 17 2000
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New Security Challenges

Cisco.com

Internal Firewalling
and Department
Separation

I) |
Spyware” :
Virus, & Worm _ S
Mitigation? — b :
' | 5 Vi
-2 il

Intrusion & Worm
Mitigation

Edge Firewalling

15 C D&

: Trojans?
Location or User-

based Policies?

) E

'- j° pplication & Port TI
Au-/‘ A-u-/‘ 80 Misuse®? |

Blended Threats?

Remote Access Content
and Extranet Management

Evolution of Threats




Agenda
ﬂ

 Intrusion Prevention Systems (IPS)
 |IPS Architecture

« Attack Classification Algorithms / Evasion
Techniques

« Contextual Analysis and Alarm Correlation
 Day in the Life of a Packet
Deploying Network Sensors

«  Management Considerations



Introduction to IPS:
ﬂ

e IDS Intrusion Detection System—Traditionally limited
to promiscuous sensors that mirror the traffic to a
monitoring port

e IPS Intrusion Prevention—The term most commonly
applied to an inline IDS sensor that is in the data path
and has the ability to drop offending traffic

e IDP Intrusion Detection and Prevention—Marketing
term coined by a vendor for product differentiation
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IDS vs. IPS
ﬂ

Promiscuous mode

Attack patterns

Signatures, heuristics, protocol
anomalies, traffic anomalies

Network Link to the
Management Console Limited response

Alarm, TCP reset, dynamic ACL
modifications

Passive Monitoring
Interface
No IP Address

Monitoring the Network Data Capture
G

Data Flow
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IDS vs. IPS
ﬂ

Inline Monitoring (active)
Same detection/response as IDS

Added traffic filtering/drop action

e | Network Link to the
' Management Console

Management Interface
IP Address

—

Data Flow Data Flow
TRANSPARENT MONITORING INTERFACES
NO IP ADDRESS
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IPS Terminology:
ﬂ

* IPS closely resembles a Layer 2 bridge or repeater

“Identical to a wire” is the closest analogy

Inline interfaces have no MAC or IP and cannot be detected
directly

Network IPS passes all packets without directly participating in
any communications including spanning tree (but spanning tree

packets are passed)

Default Behavior is to pass all packets even if unknown, (ie IPX,
Appletalk, etc) unless specifically denied by policy or detection

Client
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IPS/IDS System Level Architecture
ﬂ

I w’J Inside onsole

Network

Internet

Management
Production Network
Network
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IPS Components
ﬂ

e Network-Based Sensors

Specialized software and/or hardware used to collect and
analyze network traffic (either in IPS or IDS mode: inline or
promiscuous)

Appliances, modules, embedded in network infrastructure
(either inline or promiscuous)

e Security Management and Monitoring
Performs configuration and deployment services
Performs alert collection, aggregation, and correlation
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Process for Accurate Threat I\/Iitigation

Threat Mitigated

Sensor Adaptively Mitigates Unknown Threats

Correlate Alarms in Sensing Engine

Accurate Packet Drops Achieved, Valid Traffic Undisrupted

Rate Alarms Based on Contextual Analysis

Broad Array of Attacks are Accurately Classified

Utilize Multiple Threat Classification Techniques
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Accurate Threat Classification

Viruses/Worms

P2P/IM Port 80
Abuse Misuse
DoS/ Spyware/
bbos Adware
Trojans/ _
Backdoors Bots/Zombies

Anti-Spam
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Multiple techniques must
be utilized to block broad
classes of attacks

Vulnerability —encoding
signatures to the underlying
vulnerability for day-zero
protection

Exploit-specific —protection from
unknown threats and quickly
mutating viruses

Policy — traffic filtering based on
security policy

Anomaly — Traffic and protocol
anomaly detection to complement
signature based analysis

Heuristic — statistically based
algorithms to rate limit alarms
produced by sensing engine
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Simple Pattern Matching
Multi-Vector Attack Identification

ﬂ

» Looking for a fixed sequence of bytes in a single packet. Can be associated with a
specific service.

Fire alarm if packet is an IPv4 TCP packet destined for port 2222 and
contains the string “foo” between starting point “x” to endpoint “y”

Pros Cons
False positives rates due to
Simple to create pattern not being unique

: o Attack modification could
Highly Specific lead to false negative

_ Multiple signatures could be
Reliable Alerts required for a single vulnerability

Single packet inspection does not
Applicable across protocols apply well to stream based traffic
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Stateful Pattern Matching
Multi-Vector Attack Identification

« Matches are made in context within the state of the stream.

FXXXTOYYy”

R%%%

Pros cons

False positives rates due to
Simple to formulate pattern not being unique

: - _ Attack modification could
Highly Specific, Reliable lead to false negative

Multiple signatures could be

Applicable across protocols . ; -
PP P required for a single vulnerability
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Protocol Decode-Based Analysis
Multi-Vector Attack Identification

ﬂ

* Decode protocols elements like the client or server in the conversation
would do then look for RFC violations.

Example Attack: Scenario 1: Scenario 2:
. BG“S" . “BGS” “BGS”
ABC h’ moohn “moohn
“Tx000x000x00”

Requires “T00” to be passed « NORMAL” « NULL”

in “BGS Type” field

Pros cons

Minimize occurrence of false May lead to high false positive if
positive for well defined protocols RFC is ambiguous

Broader method that allow Longer and more complex development
catching variations time to develop protocol parser

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved. 21



Heuristic-Based Analysis
Multi-Vector Attack Identification

* Based on algorithmic logic such as statistical evaluations of the type of

traffic being presented.

Packets from
IP”A” to IP“B”

TCP Port 1
TCP Port 80
TCP Port 80
TCP Port 2
TCP Port 3

Pros

Some types of suspicious/malicious
activity cannot be detected through any
other means.

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved.

Threshold

Observation:
Unique Ports

1

Cons
Algorithms may require tuning or

modification in order to better conform
to network traffic and limit false positives.

ﬂ
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Anomaly-Based Analysis
Multi-Vector Attack Identification

ﬂ

* Look for traffic that deviates from what is seen “normally.”

# packets / SEC

Cons

No intrusion granularity
(no pattern unknown attacks)

Pros

Can detect unknown attack if

iImplemented properly
Low overhead - no new signature
to develop and install

Highly dependant on what has
been learned as normal
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Additional Threat Classification Goals

Spyware/Adware

e Controls the transmission
of confidential data

* Polices the network traffic
to filter out spyware
communications

Application Abuse

* Provides deep inspection
for web protection and
control of “port 80 misuse”

» Controls usage of IM,
P2P, methods/commands,
MIME types

Presentation_ID
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Voice Over IP (VoIP)

 Ensures protocol
compliance for call setup

* Protects voice gateways
from attacks

* Prevents excess memory
allocation of URL overflows

Network Virus

* Leverages Trend Micro
partnership to integrate
late-breaking malware

e Improves virus coverage
and response time

24



IPS Anti-Evasion Features
IPS Evasion Techniques

ﬂ

Fragmentation Reassembly

TCP Stream Reassembly

De-obfuscation

TTL - based evasion techniques
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Reconstructing Flows
IPS Evasion Techniques

* Fragmentation may be naturally occurring or performed intentionally to evade IPS
* Fragmentation Reassembly must be applied to mitigate this evasion technique

I3 HDR HDR HDR HDR
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Deobfuscation
IPS Evasion Techniques

ﬂ

* Tools such as Whisker may be used to encode Unicode characters that
result in numerous possible transformations that attempt to evade IPS

Example:

Attacker’s cgi script to exploit a vulnerability is
named “ .

%3A represents “A” ; %4E represents “T”

Simple Pattern Match can now be performed
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TTL Manipulation
IPS Evasion Techniques

ﬂ

» Attackers can adjust TTL values on packets to purposely
confuse IPS devices

timed out

Attacker
Victim

' timed out

' timed out

dor f?; nor o?; zor 0?
-
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Alarm Guidance: NSDB

" an alarm datavace. (IR JORK SECURITY DATABASE

that P rovides a3 ¢o's Countermeasures Research Team
. Exploit Si t
QUIdan Ce Graen Svarems P! gnatl e
- ARP Inbalance-of-Requests
on alarms " B ID: 7105 Sub ID: 0
. Web or text-based Lm Eﬁlfl?mmf_evel: ETIII:DRMQTION&L _?:rg:]r:::lture NETWORK
Signature ATOMIC Implementation: CONTENT
DBs can allow Structure:
addition of custom Release -
iInformation or
d | reCtI ons .I:O r Ee?:ﬁiggq:g?giw The sensor saw many more requests than it saw

. PRODUCTS IP address out of the ARP payload. The parameter
OperatlonS Staff Feguestinbalance
(Kiwi0, ) i< sed to define this threshold. This is not a normal traffic
N =it 2tion and can indicate that an ARP poisoning attack is
Lnderway.

Mote: This signature is only available in Cisco IDS versions 4.0 and
greater.

Benign Trigger{s): Mo known triggers.,

Recommended Signature Filter: Mo recommended filkers.
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Signature Updates
ﬂ

* Much like anti-virus, network IPS’s must be kept up
to date

* Process must be developed to rapidly update new
signatures as released

* Cisco has developed a new partnership with Trend
Micro to provide enhanced virus and worm
coverage as part of the normal IPS signature

updates

» Signhature releases can be updated using
automated, secure mechanisms
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MySDN: Cisco’s Security Portal
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IPS Alert Center for all things IPS related
ﬂ
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mepors inccsting that it ie epreading in Jagan snd sustralia.

1P Mot Seanch

Stalﬂlﬂl |
TrandLaks has declared 8 Medum RIskYires Alert o contnol the spread of WORM_WUIRERARE.). Trend_abe hag

recened Siveral Infetion repors Indicaing ha this makdane & spreading n France, India, Takwan, and Slgnature Kegon IEI

Enpapnra ]
Active Lipdales
Subgcribe to Acive Updsbe
latiicabore

‘riew Active Updabe Archives
* 7-WAV-200E, bzgd Decornpression Derial of Serace vulnersbilk...

Severity: © Wadum  S1atie Information Cnly Ralated Tooks
* 13-mMAV-0C6, [RTIEE BitsFerSampla Tan Buffer Cyerd oe f‘%ﬁ! —
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IPS Terminology:
ﬂ

» False Positive is the term most likely used to indicate an event
that was incorrectly reported; It is typically mistakenly applied
to a broad group of possible results

False Positive: A correctly named false positive is one where the IPS
has triggered an alert based on a flawed algorithm or an analysis error;
normally a fairly rare event

Benign Trigger: The case where a sensor has correctly interpreted
network as an attack, but the intentions behind the traffic were not
malicious; potentially common

False Alarms (or Noise): The case where a sensor has correctly
detected than an event has occurred but the event is non-threatening or
not applicable to the site being monitored or was not successful; very
likely labeled as a False Positive, very common

» False Negatives is the term used to describe when an IPS
misses a real attack or event
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Process for Accurate Threat I\/Iitigation

Threat Mitigated

Sensor Adaptively Mitigates Unknown Threats

Correlate Alarms in Sensing Engine

Accurate Packet Drops Achieved, Valid Traffic Undisrupted

Broad Array of Attacks are Accurately Classified

Rate Alarms Based on Contextual Analysis

Utilize Multiple Threat Classification Techniques
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Process for Accurate Threat Mitigation:
Rating Alarms for Threat Context

ﬂ

EVENT
SEVERITY

SIGNATURE
FIDELITY

ATTACK
RELEVANCY

ASSET VALUE
OF TARGET

How urgent is
the threat?

How prone to
false positive?

Is attack relevant to
host being attacked?

How critical is this
destination host?

RISK RATING e

Presentation_ID

Drives

Mitigation —

Policy
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®. [dit [went Action Override

EvantActlon  Ciery ATac«<arIrling

Erialb v i L“:"r’l:‘=-
Risk Ralia: | mlalmar
T | 2|

Rl

(k=" b W

100

| Helps

Customizable Risk Rating Thresholds :

0 <RR < 35 Alarm
35 <RR < 85 Alarm & Log Packets
35 < RR < 100 Drop Packet




Process for Accurate Threat Mitigation:

ﬂ

Rating the Risk Allows Users to Confidently
Eliminate Malicious Packets Without
Dropping Valid Traffic

Event Signhature Attack il Asset Value
Severity Fidelity Relevancy of Target
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Process for Accurate Threat Mitigation:

Alert Severity Defined for the Signature

Event Severity Levels
Event
Severity

Informational Low Medium High
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Process for Accurate Threat Mitigation:
ﬂ

Signature Fidelity Rating Delivers a
Confidence Rating of the Signature’s
Accuracy

Event Signhature Attack il Asset Value
Severity Fidelity Relevancy

of Target

Signature Name Description Fidelity Rating
ABC Triggers when a 10. IP is detected 86
XYZ lUses decoding of protocol X to detect buffer overflow in ¥ 23
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Process for Accurate Threat Mitigation:
ﬂ

False Alarm Reduction Through Active
Target Analysis

Three Attacks
Y ¥ ¥ Attack + Asset Value

Relevancy of Target

CTR technology integrated into IPS

| |
Target 1 Target 2

| I

Linux
Not Vulnerable

J
Low Attack
Relevancy Rating v

Elevated Attack
Relevancy Rating
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Process for Accurate Threat Mitigation:
ﬂ

Delivering Greater Insight into Relative
Criticality of Target Systems through Asset
Value Designation

Three Attacks
Event A Asset Value
Severity of Target

TARGET 1 TARGET 2 TARGET 3
Mission-critical Desktop Print Server

Server

l. = 1' | =

. ’ v
HIGH ASSeTvALUE MEDIUM ASSETVALUE = LOW ASSET VALUE
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Process for Accurate Threat Mitigation:

ﬂ

Customizable Risk Rating CTTTrE——
Thresholds Allow Multiple
Automated Event Actions o F
for Each Alarm N
85 - [100
Event Signature o« | e | ww | |E
Severity Fidelity
Customizable Risk Rating Thresholds :
0<RR <35 Alarm
35 <RR < 85 Alarm & Log Packets

85 < RR < 100 Drop Packet
RR (Risk Rating) 4_|

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved.
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Process for Accurate Threat I\/Iitigation

Threat Mitigated

Sensor Adaptively Mitigates Unknown Threats

Correlate Alarms in Sensing Engine

Accurate Packet Drops Achieved, Valid Traffic Undisrupted

Rate Alarms Based on Contextual Analysis

Broad Array of Attacks are Accurately Classified

Utilize Multiple Threat Classification Techniques
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Process for Accurate Threat Mitigation:

On-Box Correlation Allows
Adaptation to New Threats in
Real-Time without User Intervention

RISK
RATING
A+B+C+D=worMm DROP
Event * Links lower risk
HIGH @ D- worm events into a high risk
_— Stopped! meta-event, triggering
prevention actions
Event A Event D
MEDIUM  Models attack
behavior by
correlating:
LOW Event type
Time span

TIME
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Process for Accurate Threat Mitigation:

ﬂ

If SIG IDs 5081, 5124, 5114, 3215 & 3216 Fire within a
3 Sec. Interval, then Trigger the Meta Event, “Nimda”

TIME INTERVAL = 3 SECS.

SIG 5081 SIG 5124 SIG 5144 SIG 3215 SIG 3216

cmd.exe Access IS CGI Decode [IS Unicode Attackj Dot Dot Execute Dot Dot Crash

NIMDA
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Network IPS Sensor Packet Analysis:

Threat Mitigated

Sensor Adaptively Mitigates Unknown Threats

Rate Alarms Based on Contextual Analysis

Accurate Packet Drops Achieved, Valid Traffic Undisrupted

Rate Alarms Based on Contextual Analysis

Broad Array of Attacks are Accurately Classified

Utilize Multiple Threat Classification Techniques

F CIBCO IPE-4240 sesms :

Packets Transmitted

Packets Received

Pre



Network Sensor Packet Analysis:
The Producer

Receive P Transmit
I I
Packet oduce ll Packet

ProdUcer

Capture Parse L3 AND Check Validity ChieckValidity
ANDBUifer LA Headers ol clhiksums Ji
Packer Lengihs

Based on IPS 5.x Sensor Code
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Network Sensor Packet Analysis:

The Producer
ﬂ

“ Producer ||l

Capture Parse L3 AND Check Validity Check Validity

AND Buffer L4 Headers of chksums of
Packet Lengths

Based on IPS 5.x Sensor Code
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Network Sensor Packet Analysis:

The Producer
ﬂ

||‘ Producer ||l

Capture Parse L3 AND Check Validity Check Validity

L4 Headers of chksums of
ERRE Packet Lengths

Based on IPS 5.x Sensor Code
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Network Sensor Packet Analysis:

The Producer
ﬂ

||l Producer ‘

Capture Parse L3 AND Check Validity Check Validity

AND Buff L4 Headers of chksums of
- Packet Lengths

Based on IPS 5.x Sensor Code
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Network Sensor Packet Analysis:

The Producer
ﬂ

||l Producer llk

Capture Parse L3 AND Check Validity Check Validity

f
L4 Headers of chksums C
ERRE Packet Lengths

Based on IPS 5.x Sensor Code
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Network Sensor Packet Analysis:

Virtual Sensor Processors
ﬂ

| Virtual |
Receive Sensor || Transmit

Packet Packet
Processors

ey’ Eilter I Internal Layer 2
PrOCESSOr: Databhase Handler

LS Eragment CACR STrean Signature
Noermalizey Nermalizey PIOCESSOY
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Network Sensor Packet Analysis:

Virtual Sensor Processors
ﬂ

Deny Filter. ". Internal ". Layer 2
Processor Database Handler

L3 Fragment ||. L4 TCP Streamlll Signature ||.
Normalizer Normalizer Processor

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved. 54



Network Sensor Packet Analysis:

Virtual Sensor Processors
ﬂ

Deny Filter ". Internal ". Layer 2
Processor Database Handler

L3 Fragment ||. L4 TCP Streamlll Signature ||.
Normalizer Normalizer Processor
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Network Sensor Packet Analysis:

Virtual Sensor Processors
ﬂ

Deny Filter ". Internal ". Layer 2
Processor Database Handler

L3 Fragment ||. L4 TCP Streamlll Signature ||.
Normalizer Normalizer Processor
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Network Sensor Packet Analysis:

Virtual Sensor Processors
ﬂ

‘ Internal ". Layer 2
: Database Handler

L3 Fragment ||. L4 TCP Streamlll Signature ||.
Normalizer Normalizer Processor
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Network Sensor Packet Analysis:

Virtual Sensor Processors
ﬂ

Deny Filter ‘ernal Layer 2
l l l
Processor abase Handler

L3 Fragment ||. L4 TCP Streamlll Signature ||.
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Network Sensor Packet Analysis:

Virtual Sensor Processors
ﬂ

". Deny Filter ". Internal ".
Processor Database

L3 Fragment ||. L4 TCP Streamlll Signature ||.
Normalizer Normalizer Processor
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Network Sensor Packet Analysis:

Virtual Alarm Processors
ﬂ

Virtual

Receive e I Transmit
Packet I I " Packet
Processors

Event I Event i EVent I Risk Ratina
Counter Correlator SUmmalrizex Calculator

Event Perferrm
Appl
Action || Bl ||. Response |

Eilters

@verrde Action
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Network Sensor Packet Analysis:

Virtual Alarm Processors
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Event Event Event Risk Rating
Counter I Correlator I Summarizer|| Calculator

Event A Perform
: pply
Action || Filters IIl Response Il
Override Action
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Network Sensor Packet Analysis:

Virtual Alarm Processors
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Network Sensor Packet Analysis:

Virtual Alarm Processors
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Event I Event I Event ! Risk Rating
Counter Correlator Summarizer Calculator

Event A Perform
: pply
Action || Filters IIl Response ||
Override Action

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved. 63



Network Sensor Packet Analysis:

Virtual Alarm Processors
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Network Sensor Packet Analysis:

Virtual Alarm Processors
ﬂ

Event Event I Event I Risk Rating
Counter Correlator Summarizer Calculator
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Network Sensor Packet Analysis:

Virtual Alarm Processors
ﬂ
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Network Sensor Packet Analysis:

Virtual Alarm Processors
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Network Sensor Packet Analysis:

Virtual Alarm Processors
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Agenda
ﬂ

* Intrusion Prevention Systems (IPS)
« |PS Architecture

« Attack Classification Algorithms / Evasion
Techniques

« Contextual Analysis and Alarm Correlation
 Day in the Life of a Packet
 Deploying Network Sensors

«  Management Considerations
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High Level Deployment Considerations

ﬂ

Planning Points for IPS

Purpose of deployment

Response actions used

Platform choice: Integrated or stand-alone
Re-cabling and other physical requirements

Inline Performance Requirements
Control and Responsibility Issues for an inline device
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IPS Traffic Considerations
ﬂ

An IPS sensor deployed into the traffic stream will have an
effect on traffic flow.

. . Latency should generally be under a
millisecond; packet drops will impact traffic streams

. : Bandwidth restriction i.e. Do not try
and push 500 mbps through a device rated for 200 mbps

 Exceeding the of a sensor will result in
dropped packets and a general degradation of network
performance. TCP resiliency (retransmits, changing
window sizes, etc) will have an effect on the amount of
degradation.
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IPS / IDS Deployment

Data Center Remote/Bran_ch_ Office

Management
Network

Business
Partner

Internet
) Access Connections
Extranet
Connectio
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IPS Appliance Deployment Examﬁles

IPS Appliance Sensor deployment examples:
 Two L2 Devices (non trunk)
Two L3 Devices

Bridging 2 VLANs on same Switch
Two L2 Devices (trunked; 802.1q)
Hybrid IDS / IPS mode

Possible IPS Deployments
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Deployment Challenges
ﬂ

« Asymmetric traffic — Due to the fact that IPS
sensors need to see both sides of a conversation to
be able to build the correct state, asymmetric traffic
patterns pose challenges

Solutions

*Either the sensors need to share ‘state’ information

between them; Exceptionally difficult with more than 2
sensors and typically requires that the total bandwidth
be less than or equal to the capacity of a single sensor

*An alternative is to use the network to pass the correct
traffic to a single sensor until or unless that sensor fails,
at which time all the traffic then gets redirected to the
backup sensor; Introduces a high degree of network
complexity and requires that the total bandwidth be less
than or equal to the capacity of a single sensor
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Tuning IPS Sensors
ﬂ

* Tuning is the most important part of intrusion
detection and prevention deployments

The data reduction that results from proper tuning is
essential for a fully functional system

* Not every sensor needs to alert on every event

Implementing environment specific configurations
Increases scalability of the entire system
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Tuning: Where to Start
ﬂ

* Most sensors ship with a default signature
configuration

This is a good starting point for an initial deployment in
most cases

« Start by monitoring the default configuration

Prioritize the tuning of the high priority alarms, and then
move on to the mediums
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How to Tune a Sensor: Techniﬂues

* Understand the environment and traffic patterns
 List out potential false positives

Analyze each alert and classify stimulus and response
* Define policy, and policy exceptions

I.e. Ping sweeps generate alarms, except when coming
from the management network

« Turn down severity of signatures not applicable to
that environment

* Iterative process: as traffic patterns change,
Sensors can require re-tuning

* Use on-box correlation techniques
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Active Response Actions
ﬂ

Inline Drop Actions for
comprehensive worm ®. Assign Actions

miti g ation You can specify actions the sensor should perfarm when it detects the selected
signatureis). To assign an action, click the checkhox next to the action. A

checkmark indicates the action will be performed. Mo checkmark indicates the

action will not he performed. A gray checkmark indicates the action is assigned

PaC ket Log g | N g for to some, but not all ofthe signatures you selected.
advanced forensics analysis ST
Deny Connection Inline
. ) Deny Packet Inline
Inclusion of Trigger Packet [ Log Afiacker Parkes
in alarm for greater visibility C] Log Pair Packets

. [ Log victim Packets
Into attack Fradues e

[J Froduce Verbose Alert

2locking hosts at strategic
network ingress points

SNMP Trap generation with
alarm details and sensor o | cance
diagnostics

Connection resets to —
mitigate TCP based attacks
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Logging: Session Capture
ﬂ

plog.171.69.162.244 - Ethereal =101 x]
° L t ff 1 t d File Edit Display Toals Help
0gs tralfiC assocClate = = - =il
. . . N0.|T|me Source Destination |F'r0tocol |Inf0 =
T ———
W I t h a S I n at u re tr I er 86 32.000000 dhep-aus-162-244.cisc dimeola. cisco.com TCP 1151 > http [AcK] ¢
87 32.000000 dimeola.cisco.com dhcp-aus-162-244., cisc HTTP continuation
. 88 32.000000 dimeola.cisco.com dhcp-aus-162-244., cisc HTTP continuation
I n C a fo r m at 89 32,000000 dimeola. cisco. com dhep-aus-162-244, cisc HTTP continuatiaon
90 32.000000 dimeola. cisco. com dhcp-aus-162-244., cisc HTTP continuation
o1 32.000000 dhep-aus-162-244.cisc dimeola. cisco.com TCP 1151 > http [AcCK] ¢
92 32.000000 dhep-aus-162-244.cisc dimeola. cisco.com TCP 1151 > http [AcCK] ¢
53 33.000000 dimeola.cisco.com dhcp-aus-162-244., cisc HTTP continuation J
tinuation
dimeola. cisco.com 1151 > http [AcK] ¢ ¥
G Il ly tri d = ' .
e enera y, On y trlgger an B Frame 94 (622 on wire, 822 captured) [

Raw packet data

Su bseq uent pac kets sn Cunrm Protocal, Src Port: http (80), Dst Port: 1151 (1151), Seg: 23

source port: http (80)

pestination port: 1151 (1151)
I 0 g g ed Sequence number: 2387974169
Next sequence number: 2387974751
Acknowledgement number: 1141930
Header length: 20 bytes
HFlags: 0x0018 (PSH, ACK)
window size: 8760
Checksum: 0x2602 7

I e —r D ! 4
. Does ImpaCt Sensor 0060  3e 3c 54 52 3e 3C 54 44 3e 20 55 4e 41 53 53 49 ><TR><TD > UNASSI =

0070 47 4e 45 44 20 20 3¢ 2f 54 44 3e 0a 3¢ 54 44 38 GNED </ TD»>.<TD>

0080 20 53 4e 4d 50 20 48 69 64 64 65 6e 20 43 &f ad SNMP Hi dden Com
per Orl I Iance 0030 6d 75 6 69 74 79 20 53 74 72 69 6e 67 20 20 3¢ munity S tring <

00a0 2T 54 44 3e 0a 3cC 54 44 3e 3cC 41 20 48 52 45 486 STD>. <TD ><A HREF
oobo  3d 22 65 64 69 74 53 62 67 49 6e 73 70 65 63 74 ="editsi gInspect
00co 69 &6fF G6e 2e 63 67 69 3f 73 69 67 5T 69 64 3d 34 jon.cgi? sig_id=4
00d0 32 30 30 22 3e 20 34 32 30 30 20 3c 2f 54 44 3e 200"="42 00 </TD>
00e0  3c 2 41 3e 0a 3c 2f 54 52 38 3c 54 52 3e 3c 54 <AAs L ST R><TR><T
00f0 44 3e 20 55 4e 41 53 53 49 47 4e 45 44 20 20 3¢ D> UNASS IGNED <
0100 2f 54 44 3e 0a 3¢ 54 44 32 20 42 49 4e 44 20 73 STD>.<TD > BIND =
0110 &f 5F 6cC 69 6e 67 65 72 20 63 78 70 6c 6 69 74 o_linger exploit /

ilter: and (fcp.port & and tcp.port & eset|[nternet Protocal (ip
Fil 44y and (tcp.p q 80 and tcp.p g11a81) /| R Internet Protocol (ip)
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DoS/DDoS Attack Mitigation

ISP 1 ISP 2

0
Cisco I0S

Router

Cisco Guard XT Catalyst Switch 'I

IIIIII EEEEREN

|
||
PIX Firewall g g
.|

o |

Cisco Anomaly Catalyst Switch o*
Detector XT @ *

Internal Network

y 7
I Cisco IPS/ DS
>

Web, Chat, E-mail, etc. DNS Servers
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High Availability for IPS
ﬂ

Deploying an IPS sensor into the traffic stream introduces a new
device to possibly fail and prevent traffic from flowing (It will be
the first thing blamed for any problems).

High Availability is defined as building into the network, the ability
to cope with the loss of a component of that network to ensure
that network functionality is preserved

Solutions:

. Hardware or software that functions to
detect problems and pass packets through the device without
Inspection when required

: One or more paths through the network to allow
packets, in the event of a device failure, to either go through a
backup IPS sensor or through a plain wire

. Using devices or software features to split a
traffic load up across multiple devices. This can achieve both
higher data rates and redundant paths in case of failure
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IPS Fail-open
ﬂ

IPS Fail-open Mechanisms

Hardware based fall-open functions by closing a circuit
when either power is removed, a link fails, or potentially
when triggered by software.

Software based fall-open functions by building some
software feature to pass packets when a failure is detected
or packets are not flowing normally for any reason.

- Best case is reliance on Fail-open
strategies leaves you with no protection

and, at worst, can bring down your entire
network <
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Fail-open and Failover Deployments

IPS Appliance Sensor Solutions:

« Standalone Sensor in Hardware Bypass Deployment

 Redundant Deployment using Spanning Tree for
Active/Passive Failover

 Redundant Deployment using Spanning Tree for
High Availability (along with plain wire)

Presen tation_ID

g High Availability and Failopen Designs
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EtherChannel Load Balancing

. that dynamically reconfigures the
cluster on a HW or SW failure

. Allows up to 8 sensors
deployed inspecting the same data set

* Relies on Etherchannel algorithm to split flows
amongst the different blades

—

e o 00 o

<l
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Agenda
ﬂ

* Intrusion Prevention Systems (IPS)
« |PS Architecture

« Attack Classification Algorithms / Evasion
Techniques

« Contextual Analysis and Alarm Correlation
 Day in the Life of a Packet
Deploying Network Sensors

« Management Considerations
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Management Paradigms
ﬂ

o Smalll deployments

Device-Level
Management

1-5 sensors

e |_ow alarm rates

Presentation_ID

i ystems, Inc. All rights reserved.

Multi-Device
Management

e Medium/large
deployments

Many sensors

e High alarm rates
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Secure Management Guidelines:
Out of Band Management

Inside

Attacker

Internet

* Monitoring and Management Network Segment

* A conceptual air gap between IPS and Management
segment provides the most security
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In-Band Management Through Tunnels

DMZ ))J'\JJJJJJ—,J-'-'J—I_IJJ"—’J\I\I

Inside Yo

Internal

Network -

o U R B [ T R R ) R s

 Firewall brokers connection from inside to
Management Segment

* Encrypted tunnels terminated at firewall or at
Management Station
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Security Logging

Cisco.com

Events/Sec MB/Hr

- Small VPN Gateway 50 27.4
Entry Firewall 100 54.8

High Router 200 109.6

Mid IPS 400 219.2

What are the strategies:

| don’t need it, so | don’t log it

| don’t look at it, but still log it, if |
need it in the future

| log only what | am interested in

| am logging for legal reasons
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Correlation
ﬂ

. — Summarization or anomaly based
e — Finite state machine
o — Automatic verification

. — Automatic investigation

——
Hour Events ~~\_ Tijm:ident ID_[Pent Type [Matched Rule |action [Time |path |

B etflow 0 1:3857306147 Builtteardown/permitted IP cunnectiun@ System Ruls! Clisnt Exple - Sasser Worm|g] May 5, 2005 7:21:57 a4M COT
B cvents 1,318,059 113857306247 Built/teardown/permitted IP cunnectiun@% Systemn Rule: Client Explait - Sasser Worm-DuhDS.DS.ZlflS:lg:46@ May 5, 2003 7221157 AM COT

Sessions 513,081 1:38573060 115 DOT DOT EXECUTE[a), Himda Rule[d] May 5, 2005 7:21:36 AM CDT

Data 1% 11 Dot Dot Crash(q),

Reduction WOW WinNT emd exe Execla),

Hour Incidents Wi 115 Unicode Directary traversal@,
_ 115 €I Double Decodeld)

B High 75 67%

) 1385730596 115 Dot Dot Crash[d), System Rule! Server Attack: Web - Attempt[d] May 5, 2005 7:21:36 AM CDT
Mediom il 0% .
Wi WinMT cmd exe Exec@,
N Low 36 Wi 115 Unicode Directory traversal@,
Total 115 CGI Double Decodeld)

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved. 90



Mitigation

* Layer 2 | Attend SEC-2104 for
more information

Shutdown a switch port

. Layer 3 *>DDoS Guard‘
Add ACE to Firewall, Router, _
or Switch Firewa
ACL
 Route Based Router

L ACL
Drop or clean traffic in line, c

allowing valid traffic to pass
(DDo0S)

Protected
Network
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Cisco’s Intrusion Prevention Solution

A complete end-to-end prevention solution is required to
deliver a defense in depth approach to attack mitigation

Enf S itv Polici Unified Management,
nrorce security Folicles Correlation, and Analysis

| Perimeter |
& [ =

I Cisco pix | [T o) Ciscoworks VMS,

SIMS, CS-MARS
S
i 1 =

Cisco Guard

I | Catalyst

Service =
| EGEI Modules Eéﬁg
|

Cisco IPS I
4200 CSA

Cisco ISR

~w P~ Service

i Provider
/h

Day Zero Endpoint DDoS and Anti-
Protection Spoofing Mitigation

WWwWWw.cisco/com/go/ips
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Complete Your Online Session Evaluation!
ﬂ

Por favor, complete el formulario de evaluacion.

Muchas gracias.

Session ID: SEC-2030

Deploying IPS Solutions
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